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Success in dealing with unknown ciphers is measured by these 4 things in the order
named: perseverance, careful methods of analysis, intuition, luck – Capt. Parker Hitt1
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1Hitt, Capt. Parker, “Manual for the Solution of Military Ciphers”, Army Services Schools Press, Fort
Levenworth, Kansas, 1916
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A Brief History of the Zodiac Case
The Zodiac killer

The Zodiac killer is the pseudonym of an
American serial killer who operated from at
least the late 1960s to the early 1970s.

The Zodiac killer murdered five known victims
in Northern California.

The Zodiac killer communicated extensively
with law enforcement and the media.

The Zodiac killer was never caught and is one
of the most famous serial killer cold cases in
the world.
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A Brief History of the Zodiac Case
The Zodiac ciphers

The Z408 Cipher (July 31, 1969) The Z340 Cipher (November 8, 1969)
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A Brief History of the Zodiac Case
The Zodiac ciphers

The Z32 Cipher (April 20, 1970)

The Z13 Cipher (June 26, 1970)
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A Brief Introduction to Homophonic Substitution Ciphers
Simple substitution

A simple substitution replaces each letter in the plaintext with a single letter in the
ciphertext. For example

plaintext alphabet: A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓

ciphertext alphabet: F U V T X I R E H P Y L A K M Z G D J W S B Q O C N

Then "X MARKS THE SPOT" would be enciphered to "O AFDYJ WEX JZMW".

While there are 26! ≈ 288.4 different keys, this type of cipher is easily broken using
frequency analysis.
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A Brief Introduction to Homophonic Substitution Ciphers
Homophonic substitution

Homophonic substitution attempts to increase the difficulty of frequency analysis
attacks by disguising the plaintext letter frequencies.

The most frequently occurring letters (e – 13.0%, t – 9.1%, a – 8.2%, o – 7.5%,
n – 6.7%, · · · ) are mapped to multiple cipher symbols.

As more than 26 characters are required, the Zodiac invented his own symbols
including , , , , , , .
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A Brief Introduction to Homophonic Substitution Ciphers
Homophonic substitution example

For example, if the key to encipher E is given by { , , , }, then

F O R C E N T U R I E S K I N G S Q U E
E N S A N D G E N E R A L S H A V E R E
L I E D O N E F F I C I E N T C O M M U
N I C A T I O N I N O R D E R T O G O V
E R N T H E I R C O U N T R I E S A N D
C O M M A N D T H E I R A R M I E S A T
T H E S A M E T I M E T H E Y H A V E A
L L B E E N A W A R E O F T H E C O N S
E Q U E N C E S O F T H E I R M E S S A
G E S F A L L I N G I N T O T H E W R O
N G H A N D S R E V E A L I N G P R E C
I O U S S E C R E T S T O R I V A L N A
T I O N S A N D B E T R A Y I N G V I T
A L I N F O R M A T I O N T O O P P O S
I N G F O R C E S I T W A S T H E T H R
E A T O F E N E M Y I N T E R C E P T I
O N T H A T M O T I V A T E D T H E D E
V E L O P M E N T O F C O D E S A N D C
I P H E R S T E C H N I Q U E S F O R D
I S G U I S I N G A M E S S A G E S O T
H A T O N L Y T H E I N T E N D E D R E
R E C I P I E N T C A N R E A D I T
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A Brief Introduction to Transposition Ciphers

A transposition cipher is an encryption method where the characters of the
plaintext are shifted according to a regular system.

Mathematically, the transposition is a bijective function.

For example, a simple transposition cipher is the columnar transposition, where
the plaintext is written out as in rows and read in columns according to some
predetermined order. Given the plaintext:

"for centuries kings queens and generals have relied on"

We remove the spaces and write it out row–by–row into 12 columns:

1 2 3 6 5 4 7 8 9 12 11 10

----------------------------------

f o r c e n t u r i e s

k i n g s q u e e n s a

n d g e n e r a l s h a

v e r e l i e d o n w q

Then the message is read off in columns in the order specified:

fknv oide rngr nqei esnl cgee ture uead relo saaq eshw insn
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The Zodiac’s 408 Cipher
History

On July 31, 1969, the Zodiac mailed
his first cipher to the press.

This cipher was mailed in three
equally sized segments to the Vallejo
Times–Herald, the San Francisco
Examiner, and the San Francisco
Chronicle.

The cipher is arranged in a 24× 17
grid and contains 408 characters,
hence the name: Z408.

The cipher uses 54 distinct symbols.

The police requested help from the
US Navy, FBI, the California Bureau
of Investigation, and Donald C.B.
Marsh who was the head of the
American Cryptogram Association.

On August 8, 1969, 9 days after the
cipher was published, the San
Francisco Chronicle received a solution
from Donald and Bettye Harden.
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The Hardens’ Method

The Hardens’ guessed would
decrypt to double letters.

The most common double letters in
English is LL.

The Hardens’ made the guess → L

and → L.

Then guessed L, L , L ,
LL all decode to KILL.

Then it follows that ILIK KILL →
ILIKEKILLING, and so on, and so on
· · ·
“Solving the code was trial and error,
we tried every combination backwards
and forwards” Bettye Harden.

After 20 hours of work, the Hardens’
had the solution!
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The Zodiac’s 408 Cipher
The Hardens’ Solution

The final 18 characters, EBEORIETEMETHHPITI, appear to be filler.
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The Zodiac’s 408 Cipher
azdecrypt on the Z408

Fast forward half a century and azdecrypt can solve the Z408 cipher in less than a
second.

Sam Blake The Quest to Solve the Zodiac 340 Cipher



The Zodiac’s 340 Cipher
History

On November 8, 1969, the Zodiac
mailed his second cipher to the San
Francisco Chronicle.

This cipher is arranged in a 20× 17
grid and contains 340 characters,
hence the name: Z340.

This cipher uses 63 distinct symbols.

Unlike the Z408, this cipher has
survived constant attacks for 50 years.

Dan Olson (FBI CRRU) said this
cipher has been on the FBI’s top 10
list of unsolved ciphers for 50 years.
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The Zodiac’s 340 Cipher
Why do we care?

If the cipher was decoded, its contents
would be of interest to investigators.

The method of construction may also
give clues to his education or work
background.

From the point of view of
cryptography, the solution to Z340 is
considered a grand challenge.

A large number academic papers have
been written on attacks and analysis
of the Z340.
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The Zodiac’s 340 Cipher
Previous efforts to solve Z340

Who has worked on solving Z340 in the
past?

FBI Cryptanalysis and Racketeering
Records Unit (CRRU)

NSA

CIA

Many university projects.

Robert Graysmith’s book Zodiac talks
of computer–based attacks of the
Z340 in the 1970s.

Members of the American Cryptogram
Association (ACA), including then
president Donald C.B. Marsh.

Many private citizens including forum
users from zodiackillersite.com,
zodiackiller.com and
zodiackillerfacts.com

Sam Blake The Quest to Solve the Zodiac 340 Cipher
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The Zodiac’s 340 Cipher
Does the cipher contain a message at all?

Perhaps it’s just gibberish? Then why
did Zodiac correct the ?

It was speculated that this cipher was
a ploy to waste law enforcement’s
time.

This would explain why it hasn’t been
solved for 50 years.

Without a solution, can we distinguish
between a genuine cipher and a
random assignment of symbols?

The number of repeating bigrams can
indicate a genuine cipher.
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Repeating Bigrams
The Zodiac’s 408 Cipher

The most common repeating bigram in the Z408 is , with 6 occurrences.
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Repeating Bigrams
The Zodiac’s 408 Cipher

However, by the nature of the encipherment scheme, there are other ways to encode
LL.
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Repeating Bigrams
The Zodiac’s 408 Cipher

The second most common repeating bigram is , with 4 occurrences.
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Repeating Bigrams
The Zodiac’s 408 Cipher

The Z408 has 62 repeating bigrams.
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The Zodiac’s 340 Cipher
Repeating bigrams

The Z340 has 25 repeating bigrams.
How many bigrams should we expect
if the cipher is genuine or not?

We could compare the number of
repeating bigrams of random shuffles
of Z340 with randomly generated
Z340–like ciphers (Assuming the Z340
is a homophonic substitution cipher
like the Z408.).
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The Zodiac’s 340 Cipher
Repeating bigrams

Unfortunately, the results of this experiment were inconclusive. Z340 is 1.33–sigma
from the mean of the random shuffles and 1.63–sigma from the mean of the randomly
generated Z340–like ciphers.
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The Zodiac’s 340 Cipher
Repeating trigrams

Rerunning this experiment with repeating trigrams was, once again, inconclusive as
the Z340 has 2 repeating trigrams.
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The Zodiac’s 340 Cipher
azdecrypt on the Z340

Previously we saw how efficiently azdecrypt could solve the Z408. How does it do on
the Z340?
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The Zodiac’s 340 Cipher
azdecrypt on the Z340

What do we make of azdecrypt’s failure to solve Z340?

Experiments indicate that azdecrypt can robustly solve homophonic substitution
ciphers of the same length and symbol frequency as Z340.

Perhaps it truly is gibberish, but let’s suppose its not.

Perhaps we are not reading Z340 in the right direction?

Let’s assume Z340 is both a transposition cipher and a substitution cipher?
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The Zodiac’s 340 Cipher
Transposition + substitution?

In 2018, David Oranchak gave an
excellent presentation on the Z340 to
the American Cryptogram Association
(ACA).

In this presentation, David
investigated the possibility that Z340
was enciphered with both a
(homophonic) substitution and a
transposition.

Of particular interest was the (left to
right, top to bottom) period–19
transposition of the cipher, which
produced 37 repeating bigrams!

This observation was independently
discovered by a zodiackillersite.com
forum user called “daikon” and Jarl
van Eycke in 2015.

Sam Blake The Quest to Solve the Zodiac 340 Cipher

https://www.youtube.com/watch?v=3Hk__Hk5c9M
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The Zodiac’s 340 Cipher
David’s period–19 transposition

Left–right, top–bottom period–19 transposition
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The Zodiac’s 340 Cipher
Period–19 transposition

The 37 repeating bigrams of the period–19 transposition is 4.5–sigma from the
mean of random shuffles of the Z340.

This suggests we could be getting closer to the correct reading direction.
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The Zodiac’s 340 Cipher
Period–19 transposition

The period–19 transposition credited to “daikon” & Jarl van Eycke is not a left to
right, top to bottom, 19–decimation. When you wrap around vertically the period is
only 18.

period–19 transposition A (left–right, top–bottom) 19–decimation
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The Zodiac’s 340 Cipher
azdecrypt on the period–19 transposition of Z340

Have we discovered the correct transposition?

Sam Blake The Quest to Solve the Zodiac 340 Cipher



The Zodiac’s 340 Cipher
Period–19 & two–dimensional periodic decimations

Although the period–19 transposition clearly increases the number of repeating
bigrams, it’s not a very natural way to write out a transposition.

I thought the transposition used in Z340 may be a doubly periodic,
1,2–decimation.

Let the i , j entry of the Z340 be given by si,j and denote the 1,2–decimation with
Ti , where

Ti = si mod 20,2i mod 17.

While this looks more complicated, geometrically it’s just 1–down, 2–right, and
wrapping around periodically, both horizontally and vertically.

The 1,2–decimation transposition follows similar diagonals to the period–19
transposition.

The 1,2–decimation also has 37 bigrams.
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The Zodiac’s 340 Cipher
1,2–decimation of Z340

The period–19 transposition A doubly periodic, 1,2–decimation
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Reaching out to David Oranchak

I thought David may like to know the connection between the period–19 transposition
and a 1,2–decimation transposition of the cipher.
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Reaching out to David Oranchak
azdecrypt on the 1,2–decimation transposition of Z340

David and I both tested the 1,2–decimation of Z340 with azdecrypt and zkdecrypto.
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

I was now interested in looking at further transpositions.

Instead of looking at a handful of selected transpositions, like the 1,2–decimation,
my approach was to enumerate all possible transpositions of a given kind.

We ran these transpositions through azdecrypt and zkdecrypto.

The decrypted plaintext of the candidate ciphers were ranked by score and
analysed for Zodiac–like words.
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Row–major transpositions
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Row–major transpositions cont.
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Column–major transpositions
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Column–major transpositions cont.
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Alternating row–column transpositions
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Alternating row–column transpositions cont.
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Alternating column–row transpositions

Sam Blake The Quest to Solve the Zodiac 340 Cipher



Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Alternating column–row transpositions cont.
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Inward spirals
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Outward spirals
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Diagonal transpositions
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Diagonal transpositions cont.
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Proper two–dimensional decimations
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Proper two–dimensional decimations cont.
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Large–Scale Experiments on the Z340
Enumerating 2D transpositions

Proper two–dimensional decimations cont.
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Large–Scale Experiments on the Z340
Compositions of transformations

We tested all row–major, column–major, alternating row–column, alternating
column–row, inward spirals, outward spirals, diagonals and proper 2D decimations
transpositions.

This didn’t turn up anything that looked like a solution to Z340.

We then tested all 53 824 pairs of transpositions using azdecrypt and
zkdecrypto. For example

L – R, L – R, R – L, R – L, Top left,
L – R, T – B alternating B – T upper diagonal

Once again, this search turned up nothing.
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Large–Scale Experiments on the Z340
Compositions of transformations

We then considered testing all 3–tuples of transpositions using azdecrypt and
zkdecrypto.

However, there are 155 929 364 660 224 such candidates to test.

Naively checking one a second would take almost 5 million years.

So we limited our search to proper decimations which seemed reasonable to write
out by hand. For example

1,1–decimation 13,15–decimation

We further limited the search to candidates with a high bigram count.

Once again, this search turned up nothing.
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Large–Scale Experiments on the Z340
Splitting the cipher + transposition + homophonic substitution

Our experiments suggested that a composition of a transposition and a
homophonic substitution does not solve Z340.

Perhaps there’s another step we are missing?

We experimented with splitting the cipher into two or more sections prior to
applying the transposition.

For each section of each candidate cipher, we applied all the aforementioned
transpositions.

This would be followed by applying all combinations of all these transpositions to
each section of each cipher.
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Large–Scale Experiments on the Z340
Splitting the cipher + transposition + homophonic substitution

2 vertical sections 2 horizontal sections

17
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b
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a b
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Large–Scale Experiments on the Z340
Splitting the cipher + transposition + homophonic substitution
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Large–Scale Experiments on the Z340
Splitting the cipher + transposition + homophonic substitution

Given the high bigram count of the
1,2–decimation transposition, we
started our search with 2D
decimations.

We started our search with each
segment having the same (single)
transposition.

For example, on the right is a split 3
vertical segments of sizes 7, 8 and 5
and a 3,3–decimation.
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Large–Scale Experiments on the Z340
Splitting the cipher + transposition + homophonic substitution

We ran all proper 2D decimation transpositions for all splits.

As we had seen so many times, this experiment didn’t turn up anything.

The next search for compositions of multiple transpositions and all combinations
of transpositions for all sections would be a significantly larger undertaking.

So we decided to re-analyse the results from the initial search.
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The Breakthrough

Around 4am on Friday, December 4–th 2020 (AEDST), David found the following
result in the sea of noise–like results from azdecrypt and zkdecrypto. In particular,
the phrases ... HOPE YOU ARE ... TRYING TO CATCH ME ... GAS CHAMBER ...

stood out.
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The Breakthrough

It goes without saying that I was
shocked!

This candidate was split into three
vertical sections of lengths 9, 9 and 2.

The transposition for each section was
a 1,2–decimation.
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The Breakthrough
Recreating this partial solution with azdecrypt

We can recreate this partial solution with azdecrypt. Again, the terms TRYING TO

CATCH ME and GAS CHAMBER appear in my recreation of the partial solution.
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The Breakthrough
Solving the first 9 lines of Z340

Perhaps we can just solve the first lines on its own?
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The Breakthrough
Solving the first 9 lines of Z340

Using the crib feature of
azdecrypt, we can lock
in the terms TRYING TO

CATCH ME and GAS

CHAMBER

The remaining terms will
be solved with these
additional constraints.
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The Breakthrough
Solving the first 9 lines of Z340

A recreation of the solution for the first 9 lines with azdecrypt:
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The Breakthrough
Solving the first 9 lines of Z340

The plaintext we found for the first 9 lines was:

I HOPE YOU ARE HAVING LOTS OF FAN (FUN) IN TRYING TO CATCH
ME THAT WASNT ME ON THE TV SHOW WHICH BRINGO (BRINGS) UP A
POINT ABOUT ME I AM NOT AFRAID OF THE GAS CHAMBER BECAASE
(BECAUSE) IT WILL SEND ME TO PARADLCE (PARADICE) ALL THE
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The Breakthrough
Solving the second 9 lines of Z340

If we crib all the legible text
from the first section, does
the second section fall out
with the same key?
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The Breakthrough
Solving the second 9 lines of Z340

Some of it kind of makes sense, but we’re not there yet.
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The Breakthrough
Solving the second 9 lines of Z340

At this point David and I contacted Jarl van Eycke, the author of azdecrypt. Jarl
made the following (amazing) observations, which solved the mystery of the second 9
lines of Z340.

Untransposed, deciphered 2nd section of Z340
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At this point David and I contacted Jarl van Eycke, the author of azdecrypt. Jarl
made the following (amazing) observations, which solved the mystery of the second 9
lines of Z340.

The LIFEIS plaintext is read
left to right.

The LIFEIS plaintext is
excluded from the
1,2–decimation transposition
and read left to right.

Numerous spelling mistakes
are corrected if H on row 6 is
moved to the 4th column.

Apply the 1,2–decimation
transposition, skipping
(vertically) the positions
containing LIFEIS.
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The Breakthrough
Solving the second 9 lines of Z340

At this point David and I contacted Jarl van Eycke, the author of azdecrypt. Jarl
made the following (amazing) observations, which solved the mystery of the second 9
lines of Z340.

The LIFEIS plaintext is
excluded from the
1,2–decimation transposition
and read left to right.

Numerous spelling mistakes
are corrected if H on row 6 is
moved to the 4th column.

Apply the 1,2–decimation
transposition, skipping
(vertically) the positions
containing LIFEIS.

SOO HER BECAUSE E (I) NOW HAVE
ENOUGH SLAVES TO WORV (WORK) FOR ME
WHERE EVERYONE ELSE HAS NOTHING
WHEN THEY REACH PARADICE SO THEY
ARE AFRAID OF DEATH I AM NOT AFRAID
BECAUSE I VNOW (KNOW) THAT MY NEW
LIFE IS
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The Breakthrough
Solving the last two lines of Z340

Applying our substitution key to the final two (untransposed) lines gives:

EFILWILLEBNAEASYE
NONIECIDARAPDEATH

Including some spaces gives:

EFIL WILL EB NA EASY ENO NI ECIDARAP DEATH

Then reversing a few words gives:

LIFE WILL BE AN EASY ONE IN PARADICE DEATH
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The Z340 Substitution Key and Transposition

The final key and transposition for the Z340.
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Submitting our Solution to the FBI

David submitted this solution to the FBI CRRU on Saturday, December 5th, 2020.
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FBI Confirmation of our Solution

We received an unofficial
confirmation of our solution
later that day.

The following day our
solution was sent from the
FBI CRRU to FBI San
Francisco.

The FBI requested we not
make our solution public until
they had notified victims.

Sitting on this result for 7
days was hard, but we wanted
to respect the FBIs process.

Sam Blake The Quest to Solve the Zodiac 340 Cipher



FBI Confirmation of our Solution

We received an unofficial
confirmation of our solution
later that day.

The following day our
solution was sent from the
FBI CRRU to FBI San
Francisco.

The FBI requested we not
make our solution public until
they had notified victims.

Sitting on this result for 7
days was hard, but we wanted
to respect the FBIs process.

Sam Blake The Quest to Solve the Zodiac 340 Cipher



FBI Confirmation of our Solution

We received an unofficial
confirmation of our solution
later that day.

The following day our
solution was sent from the
FBI CRRU to FBI San
Francisco.

The FBI requested we not
make our solution public until
they had notified victims.

Sitting on this result for 7
days was hard, but we wanted
to respect the FBIs process.

Sam Blake The Quest to Solve the Zodiac 340 Cipher



FBI Confirmation of our Solution

We received an unofficial
confirmation of our solution
later that day.

The following day our
solution was sent from the
FBI CRRU to FBI San
Francisco.

The FBI requested we not
make our solution public until
they had notified victims.

Sitting on this result for 7
days was hard, but we wanted
to respect the FBIs process.

Sam Blake The Quest to Solve the Zodiac 340 Cipher



The International Reaction to the Solution
San Francisco Chronicle

It was a special moment to see our work on the front page of the San Francisco
Chronicle. Especially as it was covered by long–time Zodiac reporter, Kevin Fagan.
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The International Reaction to the Solution
New York Times

We were told to expect a deluge of press, but I honestly had no idea of the attention
this would receive.
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The International Reaction to the Solution
Los Angeles Times
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The International Reaction to the Solution
CNN
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The International Reaction to the Solution
New York Post
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The International Reaction to the Solution
NBC Boston
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The International Reaction to the Solution
USA Today
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The International Reaction to the Solution
Daily Mail (UK)
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The International Reaction to the Solution
The Sun (UK)
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The International Reaction to the Solution
ABC (Australia)
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The International Reaction to the Solution
The Age (Australia)
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Reflecting on the Correct Transposition of Z340

The correct transposition of Z340 has 45 repeating bigrams (and 5 repeating
trigrams). This is 7–sigma from the mean of random shuffles of Z340.
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Reflecting on the Difficulty of Z340

Z408 was solved within a week.

Z340 has taken 51 years to solve.

The computing power required to solve Z340 was unimaginable in 1969.

Zodiac clearly wanted to make his second cipher more difficult, but how much
more difficult?

The phrase in the cipher
... THAT WASNT ME ON THE TV SHOW ...

would indicate he wanted this information known relatively quickly.

What does the vast increase in difficulty of Z340 say about Zodiac’s cryptography
skills?

Was Zodiac only skilled in creating ciphers?

If he had knowledge of solving such ciphers, should he have known how difficult it
would be to solve?
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Did Zodiac leave a Hint?

Is the diagonal writing on the
back of the envelope used to mail
the Z340 a hint to the correct
transposition?
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Future Directions

I would like to write a paper which describes our work solving Z340 and start a
project to use deep learning–based approaches to solve all Z340–like ciphers.

I have a couple of ideas for programmatic attacks of the remaining two Zodiac
ciphers which I would like to explore.

Unfortunately, despite the deluge of international interest in this research
outcome, The University of Melbourne is unwilling to financially support this
work.

We have been approached by a number of production companies to create a
documentary series on the Zodiac ciphers and our work solving Z340.

I have been approached by two publishers to write a book on our work.
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Dedication

We would like to dedicate our work that culminated in this solution to the victims of
the Zodiac killer, their families and descendants. We hope this is a stepping stone
towards finding justice for these people.
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