The Quest to Solve the Zodiac 340 Cipher

Sam Blake

The University of Melbourne

Success in dealing with unknown ciphers is measured by these 4 things in the order
named: perseverance, careful methods of analysis, intuition, luck — Capt. Parker Hitt!

1Hitt, Capt. Parker, “Manual for the Solution of Military Ciphers”, Army Services Schools Press, Fort
Levenworth, Kansas, 1916
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A Brief History of the Zodiac Case

The Zodiac killer

@ The Zodiac killer is the pseudonym of an
American serial killer who operated from at
least the late 1960s to the early 1970s.
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A Brief History of the Zodiac Case

The Zodiac killer

@ The Zodiac killer is the pseudonym of an
American serial killer who operated from at
least the late 1960s to the early 1970s.

@ The Zodiac killer murdered five known victims
in Northern California.

@ The Zodiac killer communicated extensively
with law enforcement and the media.
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A Brief History of the Zodiac Case

The Zodiac killer

The Zodiac killer is the pseudonym of an
American serial killer who operated from at
least the late 1960s to the early 1970s.

The Zodiac killer murdered five known victims
in Northern California.

The Zodiac killer communicated extensively
with law enforcement and the media.

The Zodiac killer was never caught and is one
of the most famous serial killer cold cases in
the world.
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A Brief History of the Zodiac Case
The Zodiac ciphers

The Z32 Cipher (April 20, 1970)

The Map coupled witl phis
code will tel yoct wdo-e ALe
.bcmb 24 JG*. )Gu hacve .._...lz/
hex? Fal to cp it wp. &

CAT I HOANLAMIANLORT &
XOFDVIT@AHCELSPWA

The Z13 Cipher (June 26, 1970)

This is +he Zooiac spex /rl;y
5/ the weoy bace foa c rackh e’
f‘t /6/)‘ c_/'Pép.. ?

”}’ Vi e 7

,‘;HHI
AEN9®K®MOLNAM \%%

5 et /0“
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A Brief Introduction to Homophonic Substitution Ciphers

Simple substitution

A simple substitution replaces each letter in the plaintext with a single letter in the
ciphertext. For example

plaintext alphabet: ABCDEFGH | JKLMNOPQRSTUVWXYZ
N R A
ciphertext alphabet: FUVTX I REHPYLAKMZGDJWSBQOCN
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A Brief Introduction to Homophonic Substitution Ciphers

Simple substitution

A simple substitution replaces each letter in the plaintext with a single letter in the
ciphertext. For example

plaintext alphabet: ABCDEFGH | JKLMNOPQRSTUVWXYZ
N R A
ciphertext alphabet: FUVTX I REHPYLAKMZGDJWSBQOCN

Then "X MARKS THE SPOT" would be enciphered to "0 AFDYJ WEX JZMW".
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A Brief Introduction to Homophonic Substitution Ciphers

Simple substitution

A simple substitution replaces each letter in the plaintext with a single letter in the
ciphertext. For example

plaintext alphabet: ABCDEFGH | JKLMNOPQRSTUVWXYZ
N R A
ciphertext alphabet: FUVTX I REHPYLAKMZGDJWSBQOCN

Then "X MARKS THE SPOT" would be enciphered to "0 AFDYJ WEX JZMW".

While there are 26! ~ 2884 different keys, this type of cipher is easily broken using
frequency analysis.
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A Brief Introduction to Homophonic Substitution Ciphers

Homophonic substitution

@ Homophonic substitution attempts to increase the difficulty of frequency analysis
attacks by disguising the plaintext letter frequencies.

@oO®/ AP
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A Brief Introduction to Homophonic Substitution Ciphers

Homophonic substitution

@ Homophonic substitution attempts to increase the difficulty of frequency analysis
attacks by disguising the plaintext letter frequencies.

@ The most frequently occurring letters (e — 13.0%, t — 9.1%, a — 8.2%, o — 7.5%,
n—6.7%, ---) are mapped to multiple cipher symbols.

@o®/ AP
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A Brief Introduction to Homophonic Substitution Ciphers

Homophonic substitution

@ Homophonic substitution attempts to increase the difficulty of frequency analysis
attacks by disguising the plaintext letter frequencies.

@ The most frequently occurring letters (e — 13.0%, t — 9.1%, a — 8.2%, o — 7.5%,
n—6.7%, ---) are mapped to multiple cipher symbols.

@ As more than 26 characters are required, the Zodiac invented his own symbols
including @, 0O, &, /, A ), 9.
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A Brief Introduction to Homophonic Substitution Ciphers

Homophonic substitution example

For example, if the key to encipher E is given by {A, O, B, ©}, then

FORCENTURIESKINGSQUE
ENSANDGENERALSHAVERE
LIEDONEFFICIENTCOMMU
NICATIONINORDERTOGOV
ERNTHEIRCOUNTRIESAND
COMMANDTHEIRARMIESAT
THESAMETIMETHEYHAVEA
LLBEENAWAREOFTHECONS
EQUENCESOFTHEIRMESSA
GESFALLINGINTOTHEWRDO
NGHANDSREVEALINGPREC
IOUSSECRETSTORIVALNA
TIONSANDBETRAYINGVIT
ALINFORMATIONTOOPPOS
INGFORCESITWASTHETHR
EATOFENEMYINTERCEPTI
ONTHATMOTIVATEDTHEDE
VELOPMENTOFCODESANDC
IPHERSTECHNIQUESFORD
ISGUISINGAMESSAGESOT
HATONLYTHEINTENDEDRE
RECIPIENTCANREADIT
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A Brief Introduction to Homophonic Substitution Ciphers

Homophonic substitution example

For example, if the key to encipher E is given by {A, O, B, 9}, then

FDRCENTURIESKINGSQUE A
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A Brief Introduction to Homophonic Substitution Ciphers

Homophonic substitution example

For example, if the key to encipher E is given by {A, O, B, 9}, then

FDRCENTURIESKINGSQUE A o B
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A Brief Introduction to Homophonic Substitution Ciphers

Homophonic substitution example

For example, if the key to encipher E is given by {A, O, B, 9}, then

FORCENTURIESKINGSQUE A o B
ENSANDGENERALSHAVERE %)
LIEDONEFFICIENTCOMMU
ICATIONINORDERTOGOV
RNTHEIRCOUNTRIESAND
OMMANDTHEIRARMIESAT
HESAMETIMETHEYHAVEA
LBEENAWAREOFTHECONS
QUENCESOFTHEIRMESSA
ESFALLINGINTOTHEWRO
GHANDSREVEALINGPREC
OUSSECRETSTORIVALNA
IONSANDBETRAYINGVIT
LINFORMATIONTOOPPOS
NGFORCESITWASTHETHR
ATOFENEMYINTERCEPTI
NTHATMOTIVATEDTHEDE
ELOPMENTOFCODESANDC
PHERSTECHNIQUESFORD
SGUISINGAMESSAGESOT
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RECIPIENTCANREADIT

THH=OmMH®>=AH=Zoom>dam=
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A Brief Introduction to Homophonic Substitution Ciphers

Homophonic substitution example

For example, if the key to encipher E is given by {A, O, B, ©}, then

FORCENTURIESKINGSQUE A a B
ENSANDGENERALSHAVERE ° A0 Bro
LIEDONEFFICIENTCOMMU A a B
NICATIONINORDERTOGOV 1]
ERNTHEIRCOUNTRIESAND A o B
COMMANDTHEIRARMIESAT o A
THESAMETIMETHEYHAVEA o B o A a
LLBEENAWAREOFTHECONS Bo A a
EQUENCESOFTHEIRMESSA B o A a B
GESFALLINGINTOTHEWRDO 1 A
NGHANDSREVEALINGPREC OvVB o
IOUSSECRETSTORIVALNA A o
TIONSANDBETRAYINGVIT B
ALINFORMATIONTOOPPOS

INGFORCESITWASTHETHR 1 A
EATOFENEMYINTERCEPTI o Bl o A a
ONTHATMOTIVATEDTHEDE B 90 A
VELOPMENTOFCODESANDC a B o
IPHERSTECHNIQUESFORD A a B
ISGUISINGAMESSAGESOT o A
HATONLYTHEINTENDEDRE o B 1% A
RECIPIENTCANREADIT a B o
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A Brief Introduction to Transposition Ciphers

@ A transposition cipher is an encryption method where the characters of the
plaintext are shifted according to a regular system.
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A Brief Introduction to Transposition Ciphers

@ A transposition cipher is an encryption method where the characters of the
plaintext are shifted according to a regular system.

o Mathematically, the transposition is a bijective function.
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A Brief Introduction to Transposition Ciphers

@ A transposition cipher is an encryption method where the characters of the
plaintext are shifted according to a regular system.

o Mathematically, the transposition is a bijective function.

@ For example, a simple transposition cipher is the columnar transposition, where
the plaintext is written out as in rows and read in columns according to some
predetermined order. Given the plaintext:
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A Brief Introduction to Transposition Ciphers

@ A transposition cipher is an encryption method where the characters of the
plaintext are shifted according to a regular system.

o Mathematically, the transposition is a bijective function.

@ For example, a simple transposition cipher is the columnar transposition, where
the plaintext is written out as in rows and read in columns according to some
predetermined order. Given the plaintext:

"for centuries kings queens and generals have relied on"
We remove the spaces and write it out row—by—row into 12 columns:
1 2 3 6 56 4 7 8 912 11 10

< B Rk
® QA K o
R0 B R
® ® 0B O
=B 0o
H 0 Q B
® R £ o
QAP o e
oHrH O K
B unB e
= P owno
QPP oo
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A Brief Introduction to Transposition Ciphers

@ A transposition cipher is an encryption method where the characters of the
plaintext are shifted according to a regular system.

o Mathematically, the transposition is a bijective function.

@ For example, a simple transposition cipher is the columnar transposition, where
the plaintext is written out as in rows and read in columns according to some
predetermined order. Given the plaintext:

"for centuries kings queens and generals have relied on"
We remove the spaces and write it out row—by—row into 12 columns:
1 2 3 6 56 4 7 8 912 11 10

f or ¢c en t ur i e s
k i n g s g u e e n s a
n d g en e r al s h a
v e r e 1 i e d o n w q

Then the message is read off in columns in the order specified:

fknv oide rngr nqgei esnl cgee ture uead relo saaq eshw insn
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@ On July 31, 1969, the Zodiac mailed
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his first cipher to the press.
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@ On July 31, 1969, the Zodiac mailed

amé Wrhe ox
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equally sized segments to the Vallejo
Times—Herald, the San Francisco
Examiner, and the San Francisco

his first cipher to the press.
Chronicle.

@ This cipher was mailed in three
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equally sized segments to the Vallejo
Times—Herald, the San Francisco

Examiner, and the San Francisco

Chronicle.
grid and contains 408 characters,

hence the name: Z408.

@ On July 31, 1969, the Zodiac mailed
his first cipher to the press.

@ The cipher is arranged in a 24 x 17

@ This cipher was mailed in three
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equally sized segments to the Vallejo
Times—Herald, the San Francisco
Examiner, and the San Francisco

Chronicle.
grid and contains 408 characters,

hence the name: Z408.
@ The cipher uses 54 distinct symbols.

@ On July 31, 1969, the Zodiac mailed
his first cipher to the press.

@ The cipher is arranged in a 24 x 17

@ This cipher was mailed in three
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The Zodiac's 408 Cipher

History

@ On July 31, 1969, the Zodiac mailed
his first cipher to the press. —
ARP/Z/UBRBAORXIXAB
@ This cipher was mailed in three Rl ey P o ik Ol - S
. . MI7AUuIdA®PTLNGY Dee
equally sized segments to the Vallejo S®/AMBPORAUBIRJIPE
H | H AALMZTOANGFHVWIAY
Tlmes' Herald, the San Franc'lsco A e Gl e
Examiner, and the San Francisco RNl1IYEJOAPGBT@S BB
Chronicle. LA/ PEBAOXOPEHMUARR R
@ The cipher is arranged in a 24 x 17 S zkpIIOwpPIAGLMAAR
grid and contains 408 characters, BP:R*""F)::*;E;‘::;
. z>do0vwle Lo >
hence the name: Z408. IADRDT,,\as/me—.-ﬁé
. P POeMARUVUL@LONVEKHZRW
@ The cipher uses 54 distinct symbols. I rTiesrdl HiNAsTIdP
H U9y AABBVWN+VTL OPY
@ The police requested help from the ATNSALIUIOADSGRADAIN
US Navy, FBI, the California Bureau
of Investigation, and Donald C.B. NX©SO2E/AB@ZIAPEBV
Marsh who was the head of the 93xPpwoOFmADI BAAABR
A . C A e L @BOT@ORUD+DAaYPODASPW
merican Cryptogram Association. VZ36YKEDTYAAGELLO
HIFBXA$XADANALIA P
O3@eeB03 PORXGQFr@ 62
ZODJTL1lPOATI+ABPawe
VEXAAWIOPE HM®XUTA
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The Zodiac's 408 Cipher

History

lake The Quest to Solve the Zodiac 340 Cipher

On July 31, 1969, the Zodiac mailed
his first cipher to the press.

This cipher was mailed in three
equally sized segments to the Vallejo
Times—Herald, the San Francisco
Examiner, and the San Francisco
Chronicle.

The cipher is arranged in a 24 x 17
grid and contains 408 characters,
hence the name: Z408.

The cipher uses 54 distinct symbols.

The police requested help from the
US Navy, FBI, the California Bureau
of Investigation, and Donald C.B.
Marsh who was the head of the
American Cryptogram Association.
On August 8, 1969, 9 days after the
cipher was published, the San
Francisco Chronicle received a solution
from Donald and Bettye Harden.

g |
A@QP/Z/UBBAORKIXKB
Wv+36YFOAHPOKZIPY3
MIT7YAUINAPTLNGY Dee
S®/AWBPORAUBIRIPE
AALMZIAOANGFHVWIAY
D+P6DAKIOGOPXAOPS
RN1IIYEJOAPGBTAE@S BB
LO/PEBAOXPEHMUARR
2ZkpiIewePpIa®eLMAANR
BPDR+TAOB\NGIEUHNF
z>qovw10+1LeJARa§é
IADRDTYANG3/OXT oA
PeMARUL@LSONVEKHZRE
AIZIAGAALMINASZ $P
U9y AABBVWN+VTL OPY
ATNSAIIUIOCADPSGRAEIN
NIeSO>E/AB@ZIAPEBV
93xPpweDFEADI{DAAAB
WOT@O@RUD+DAYPODASPW
VZIi6oYKEDTYAA@GELLO
HIFBXA$XADANALIA P
D3I(@BO3IGPORXGF®@GD
ZODJTLPODATI+ABPawoE
VEXAAWIopEHMe®XUTIA
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decrypt to double letters.

@ The most common double letters in
English is LL.

o The Hardens' guessed @@ would

J0OR

/UB /A B /P B
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decrypt to double letters.

English is LL.
@ The Hardens' made the guess @ — L

o The Hardens' guessed @@ would
@ The most common double letters in
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decrypt to double letters.

English is LL.
@ The Hardens' made the guess @ — L

o The Hardens' guessed @@ would
@ The most common double letters in

J0OR

r4

/ALL all decode to KILL.

and @ — L.
o Then guessed /UBL, /ALB, /PLB,

The Quest to Solve the Zodiac 340 Cipher
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decrypt to double letters.

English is LL.
@ The Hardens' made the guess @ — L

o The Hardens' guessed @@ would
@ The most common double letters in

ILIKEKILLING, and so on, and so on

/ALL all decode to KILL.
@ Then it follows that ILIKZKILLIOR —

and @ — L.
o Then guessed /UBL, /ALB, /PLB,

The Quest to Solve the Zodiac 340 Cipher
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decrypt to double letters.

English is LL.
@ The Hardens' made the guess @ — L

o The Hardens' guessed @@ would
@ The most common double letters in

ILIKEKILLING, and so on, and so on

/ALL all decode to KILL.
@ Then it follows that ILIKZKILLIOR —

and @ — L.
o Then guessed /UBL, /ALB, /PLB,

Solving the code was trial and error,
we tried every combination backwards

and forwards” Bettye Harden.

“,
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The Hardens' Method

Sam Blake The Quest to Solve the Zodiac 340 Cipher

The Hardens' guessed @@ would
decrypt to double letters.

The most common double letters in
English is LL.

The Hardens' made the guess @ — L
and @ — L.

Then guessed /UBL, /ALB, /PLB,
/ALL all decode to KILL.

Then it follows that ILIKZKILLJIOR —
ILIKEKILLING, and so on, and so on

“Solving the code was trial and error,
we tried every combination backwards
and forwards” Bettye Harden.

After 20 hours of work, the Hardens’
had the solution!

Bareess |
A@AP/Z/UB@AORKIXRKEB
Wv+36YFOAHPOKZPY3
MI7AUIJNAPTLNGY Dee
S®/AWBPORAUBIRIPE
AALMZITOANGFHVWIAY
D+P6DAKIGOPXAGOPS P
RNLIYEJOAPGBTGE@S BB
La/PEBEXPEHMUARR R
2Zkp9IewePpIaO®eLMAAN
BPDR+TXONNGIEUHINF
ZDQOvvlbilLOJARamé
IADRnTya\oslanOg%
PeMARUL@LSNVEKHRAWS
AIXIITA@@AALMINASZ P
$uayAs@BVvYWN+VTL OPY
ANNSAIIUuIOCADPSGRAE@IN
NXeSO>E/AB@ZIAPEBV
93IxepweDFRADI DAAAB
@W@OTO®RuUS>+DaAaYPODASPW
VZIi6oYKEDTYAAQGELLO
HIFBXA¥XADANALIX P
OD3dmem 03 ePORXQFr@ 6>
ZOJTL1lPOATI+ABPawe
VEXAAWIopEHMeXUTI




The Zodiac's 408 Cipher

The Hardens' Solution

Phes I Ateorond i

e—w,zxaf?/mgax
/ [ e TH R &

)8

»/ Her

fwrus

I Ji e
/47{17/‘/% . A 0+_}71_er/;|}‘?@7!{ -
- HBPorAu B £RITHAIE 0
f(P/f'?E?z»IN/' =9

L}MLJ’CJ

f?@,/“f‘r//k"

1_]:75/»10 /”\VJF)C'["/rQ
KRMENE Ao )
P BfE K RE MU
s £ 7

The final 18 characters, EBEORIETEMETHHPITI, appear to be filler.

n Blake The Quest to Solve tl
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The Zodiac's 408 Cipher

azdecrypt on the Z408

Fast forward half a century and azdecrypt can solve the Z408 cipher in less than a

second.

File Functions Format _Statistics Options.

Task: substitucion (using 2 CEU threads)
5-grams_english_practicalcryptography_Wortschatz.txt.gz

[ opentite Solve ion
o + columnar rearrangement
Save state Pause + columinar
grid
Load state Stoptask | |Substitution o oib ot
groups
Swap Substituion + mulls and skips
dtution + polyphones
Input window

Items: 34 Items per second: 1.03 MIPS:
AVG score: 23084.45 I0C: 0.06542 BC-cycles: 12443

Output window

238/2/UBSKOR=pX=3

MY "UTKTqTENQYDS)
5(/94BPORAUSTRIGE
K~ LMZIAr\pFHVWeSY
€+qGDSKI) 6qXE52S
RNCIVE108qGBTQS$5
La/P#BEXQERMU RRK
CZXqPI)Wq! 8SLMroF
BEDR+3=6\N (eEUHKE
ZCpOVNIS+TL) 1°R6H
19DR_T¥r\de/EXIQA
PSMERUTHL) NVEKH
X1!JKS98LMINA) Z (B
2UpKASEBVH\+VTE0R
r15Ue67D2GEETM
Nk) ScE/ 9332 £APEBV
peXqig_Ffec+GoRsE
20TSRUG+_dYq_~Sai
E_TYASVALT,

Score: 23024.45 0C: 0.065¢ Multiplicity:
Repeats: ESECAUSE KILLING THEMOAT BECAUSE WI
BC-cycles: 12443

13E SLAVES

I LIKE KILLING PEOPLE BECAUSE IT IS SO MUX
FUR I3 I J06E UM THRN KILLING RILD GIME
il rosleess jsecancs oo re e fane
bkt for ol e e e
s e i e s v

s TR e e O e k= OF TR
GIRL THE BEST PART OF ITIATHAE WHEN I DIE

T WILL BE RESORN TN PARADICE AND ALL THE

FOR MY AFTER LIFEE BE ORIETE METHH PITI

0.1323 Seconds:

0.13
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mailed his second cipher to the San

@ On November 8, 1969, the Zodiac
Francisco Chronicle.
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mailed his second cipher to the San

Francisco Chronicle.
grid and contains 340 characters,

@ On November 8, 1969, the Zodiac
hence the name: Z340.

@ This cipher is arranged in a 20 x 17
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mailed his second cipher to the San

Francisco Chronicle.
grid and contains 340 characters,

@ On November 8, 1969, the Zodiac

@ This cipher is arranged in a 20 x 17
hence the name: Z340.

@ This cipher uses 63 distinct symbols.
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The Zodiac's 340 Cipher

History

On November 8, 1969, the Zodiac
mailed his second cipher to the San
Francisco Chronicle.

This cipher is arranged in a 20 x 17
grid and contains 340 characters,
hence the name: Z340.

This cipher uses 63 distinct symbols.
Unlike the Z408, this cipher has
survived constant attacks for 50 years.

Sam Blake

HER> SUJAVPIIO®OLTGO®A
NS+B¢mo@DwWYy ' < BRK 36
BXTOoM+uzowodoelL mégHT
S99AANJARNVOIO++RKS
OAM+41TAa!l @€FP +POA/
RAFLO-BACBF> oD

WO +KO@T oudxX6V - 4L I
P68y 3T mO+ONYS+ELA
G{M+8+ZROFBEODXAOOK
—JUV+AT +094< FBX—
+R/@@LEIDYBI8THMKO

®<D2JRJIINeTOM: -+PBF
40AS5XmR+NIO®FBDODOTAR
J6FNA3Je®@8 DV eoLl++
XBXO@RIQACE>VUZe—+
12 " 04BKPOI A iMPpse
ROT+L@®0c<+FJl1wB|®L
++OWCceWwWdDPOSHT/¢e19
| FlIaw<c<cAlBOYOBR=- CD
>MDHNAYS4d204A] KI+
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The Zodiac's 340 Cipher

History

HER> 9 JAVPIIOLTG®aA
NI+Bo¢mom@ODwYy ' < EK IS
BXTOoM+uzowodeolL mégHT

3‘”41J40v¢10+0nk9
. OAM+491TA) @eFP+ PO/
° On.Nove.mber 8, 1969, the Zodiac RAF. o=-machrse 0.4
mailed his second cipher to the San WO +KOBT ousx6v - 4L |
Francisco Chronicle. P6er 3T mO+ONYS+BELA
oTP_\iscipheris?rranged ina20x 17 9_ :::::;:;:Z:::::
grid and contains 340 characters, +R/O@LEIDYBI4aTHMKO
hence the name: Z340. ®<>JRJITINeTeOeM: +PBF
L .. [} NIl ®F 3
@ This cipher uses 63 distinct symbols. t‘: :‘X :: ao; ! 23 21:5
o Unlike the Z408, this cipher has 7 ;x::::gg:;\’:z.‘*
. 2 3 Mposce
survived constant attacks for 50 years. BS vy L 060 <+ FIwBlmE
e Dan Olson (FBI CRRU) said this ++OWCceWd POSHT /g9
cipher has been on the FBI's top 10 PEAQw<AL DD Y OBR= €D
>MDHNA9YS 420441 KI+

list of unsolved ciphers for 50 years.

Sam Blake The Quest to Solve the Zodiac 340 Cipher
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@ If the cipher was decoded, its contents
would be of interest to investigators

0>Sr3kFnq

ar>. vy209
e AW N o
ewuwe+O0QOnN
IOCO(PDQ
z0g9e®uvAnqn
+e0xo03q9Qx
arHo0d ve
><c@A$ 1032
wZeS+3o T
qQux- Fé¢xa
evAmMNnNn+uyx
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would be of interest to investigators.
give clues to his education or work

@ If the cipher was decoded, its contents
background.

@ The method of construction may also

x4+ +0-don+
4+ 1 eddpuB
BR4e@-o,Xx
SO NTON g -
0>Sr3taqg
ar>. vy209
e AW N o
ewuwe+O0QOnN
IOCO(PDQ
z0g9e®uvAnqn
+e0x03gxn
arHo0d ve
><c@A$ 1032
MWZAS + 31
qQux- Fé¢xa
oO@NN4uyx
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The Zodiac's 340 Cipher

Why do we care?

HER> 9 4JAVPI I OGLTG®aA

N9+Bo¢mo@DODWY ' < RK 36

BXTOM+uzowdeoL méH7T

SS9AAJARVOIO0++RKS

nan++.x-canori+pox/

@ If the cipher was decoded, its contents RAF 10 C ').,o'Q
. - . WO +KO@T ousXx6Vv - - 4L |

would be of interest to investigators. d6e7 3t mOo+ONYS+ELA
o The method of construction may also a :*"*:RQ;:D‘ADCK
give clues to his education or work R "/‘ : 1 & T ; G B? :::: <
background. ®<>JRTINeTOM: -+PBF
@ From the point of view of t:‘:::::;;rgazi:f
cryptography, the solution to Z340 is YB';(OBIoACE>Vuzo—+
considered a grand challenge. 12" 0%BKPOA A IMPsoO
ROT+LeO0c<+FJiJwB|®L

++OWCH4WOPOSHT/¢e9

L FPAo wcAlLBD Yy OBR~CD

>MDHNAYS4$2z04A1 KI+
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The Zodiac's 340 Cipher

Why do we care?

HER> 9 4JAVPI I OGLTG®aA
NI+go¢mom@Oowy < EK IS
BXTOoM+uzowodeolL mgHT

S99AAIARVOI0+ +RKe

OAM+41TA) @eFP+ PO/

o If the cipher was decoded, its contents o i o-.oc">..°'¢
. . . WO +KOP@BT oud X6V - 4L I

would be of interest to investigators. d6er3tmOo+ONYS+ELA

@ The method of construction may also a :*‘*:R°;:°‘4.‘K‘
give clues to his education or work R "/‘ : I i T ; v B? :::: e

background. ®@<>JRITINeTOM: -+PBF

@ From the point of view of t:‘:::::;;rgazi:f
cryptography, the solution to Z340 is ¥ a';ranroacs>vuzo—+

considered a grand challenge. 12" "0%BKPOA A IMPDGO

. ROT+Le0c<+FJ1wB|®L

o A large pumber academic papers h?ve +trOWCcdWwI PoOSHT/ ¢eq
been written on attacks and analysis I Edaw<AlLbOoyropm-c

of the Z340. >MDHNAYS 420441 KI+
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The Zodiac's 340 Cipher

Previous efforts to solve Z340

Who has worked on solving Z340 in the
past? .
o FBI Cryptanalysis and Racketeering
Records Unit (CRRU)

Flalntext values obtatng myins orals
Yerte e, clphertext valle rapsavans y

ox b
ZPPeRTing in previols sascig:]
Linear and route transposition,

subsequent EDp 1y

7 Be39, 100, shoxt. for aralyits by triers
Engtiens identical to QU35 cisnes eaii

o0 geaz;
VI Sins s14atng wora through message
" {ituattons (o D tching 5530, 2etsage

b SL tine has Core, s,

oI TectIng Trs,
EDP zuns $1104ng word. through messs, es

1 TB0OME wd r1 ) om othen mot
OLIEcting’of s1aveh 1i) 5T killing, ki
colloction of slaves.

that metsage backwards, writoes co1oon
and second line backward ate.

Concentrated areas.of anagramming:

3L, T, S, R, 0, and &
i 30 iEh 4 ag 'K and mE e 4ng wgu
Area-of 265 to 296, With 1 commire apey
hove &1 smallm, ta1] t. ungiiy +) will

etter reversal.

yalues for B, M, F, which are ss freque
FY 3nd "B a3 R, and vice-vesen”
5t 20 and lasi

machine” for entire message.

E an a
Word *20diac" in the #1p
Wozd" *Death

0c32 and Qe35 checked againgt proviously recovered key: negative,
aintext
letter) disclogeq Treguehciss sinilar o eyporte mgbios plafn.
age).  Atterp
Filets pazt of combination frypronsiembt “Negative. Tiieq

uestage ovexall, firet halr, ang juet half exanined for cyelic
obeot varianta! Possibilidien (11eteh below) incorporated into
ns.

W oie N § a0 tro@ ya

3nd with thizd 30d)fourth Linee as “Chriai
dac), p

except for impossible

fatuations, with vaiints gepumen’ ove o one

fend amagramming done with message 5 written and on segunptions
tt a

{onx a
Expansion of this to incluge

¥ (disregarding instsneen
more than one p

Anagramming atfempted of
., HERY, WBI vz)

¢ » WBI, an
95" (known nicspell-

Kill, killed, killing,
eramento, S,

except for. dmpossible
o e e e i
o uy’ thing: a1 ese

1led, "my afoetiies

=1y) Tixst line forvar

as L/ B s
't t0, Shit that.shall
M».YoUT Toeks,‘has been &,

nt contact with the thrae

10 places.
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The Zodiac's 340 Cipher

Previous efforts to solve Z340

Who has worked on solving Z340 in the
past? .
o FBI Cryptanalysis and Racketeering
Records Unit (CRRU)

o NSA

Flalntext values obtatng myins orals
Yerte e, clphertext valle rapsavans y

ox b
ZPPeRTing in previols sascig:]
Linear and route transposition,

subsequent EDp 1y

7 Be39, 100, shoxt. for aralyits by triers
Engtiens identical to QU35 cisnes eaii

o0 geaz;
VI Sins s14atng wora through message
" {ituattons (o D tching 5530, 2etsage

b SL tine has Core, s,

oI TectIng Trs,
EDP zuns $1104ng word. through messs, es

1 TB0OME wd r1 ) om othen mot
OLIEcting’of s1aveh 1i) 5T killing, ki
colloction of slaves.

that metsage backwards, writoes co1oon
and second line backward ate.

Concentrated areas.of anagramming:

3L, T, S, R, 0, and &
i 30 iEh 4 ag 'K and mE e 4ng wgu
Area-of 265 to 296, With 1 commire apey
hove &1 smallm, ta1] t. ungiiy +) will

etter reversal.

yalues for B, M, F, which are ss freque
FY 3nd "B a3 R, and vice-vesen”
5t 20 and lasi

machine” for entire message.

E an a
Word *20diac" in the #1p
Wozd" *Death

0c32 and Qe35 checked againgt proviously recovered key: negative,
aintext
letter) disclogeq Treguehciss sinilar o eyporte mgbios plafn.
age).  Atterp
Filets pazt of combination frypronsiembt “Negative. Tiieq

uestage ovexall, firet halr, ang juet half exanined for cyelic
obeot varianta! Possibilidien (11eteh below) incorporated into
ns.

W oie N § a0 tro@ ya

3nd with thizd 30d)fourth Linee as “Chriai
dac), p

except for impossible

fatuations, with vaiints gepumen’ ove o one

fend amagramming done with message 5 written and on segunptions
tt a

{onx a
Expansion of this to incluge

¥ (disregarding instsneen
more than one p

Anagramming atfempted of
., HERY, WBI vz)

¢ » WBI, an
95" (known nicspell-

Kill, killed, killing,
eramento, S,

except for. dmpossible
o e e e i
o uy’ thing: a1 ese

1led, "my afoetiies
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The Zodiac's 340 Cipher

Previous efforts to solve Z340

0c32 and Qe35 checked againgt proviously recovered key: negative,
unesntext values obtaing tsing aig pes (disregarding instances
{here $ne Cibhertext value repgasoot s more than one plaintayt
letter) disclogeq Treguehciss sinilar o eyporte mgbios plafn.

ex e
appearing in previous mess: )

age).  Attemp
key a5 Dart of combination §TYPLOSYsten: - neativa: Tiieq
L1inear and route tranepogisiss

Who has worked on solving Z340 in the
past? .
o FBI Cryptanalysis and Racketeering
Records Unit (CRRU)

o NSA
e CIA

uestage ovexall, firet halr, ang juet half exanined for cyelic
obeot varianta! Possibilidien (11eteh below) incorporated into
subsequent EDP Tung.

W oie N § a0 tro@ ya

7 Be39, 100, shoxt. for aralyits by triers Anagramming atfempted of
Engtiens identical to QU35 cisnes eaii {i.e., HER>, WBI, and ug)
3nd with thizd Jog)TOUER Lines a¢ "Chidainasen apors misspell:

dac), -

© oo gesn
"V EF fine s1401ng word £hrough message except for impossinle
situations (no matching of y; Iiant!?l leill killed, killing,

H e on o e

oI TectIng Trs,

EDP zuns $1104ng word. through messs, °_eXGept for dmpossible

fatuations, with vaiints gepumen’ 0VE: 0N 0ne Fun and verisnts i
116 L00 MR o R ) on other Tunrs o BY thing, slavegy

OLIEcting’of s1aveh 1i) 5T KillEng, killed, my afteriise:

collection of slaves.

fend amagramming done with message 5 written and on assumptions
that ressage backnards, wei sy columnazly, first. 1ine foresmy
and second line backward ate. B

Concentrated axeas of anagramning: <
S L. T, S, R, 0, and £ g

hras 5Ot 4 e K and wE  ang wpe gy s ne o

have 5 285,%0 296 WIh'T coimits povy oL anse that, " shail

how igemitl e te1T € GnEETTI IR0 v Tocks, ‘has been 5,

hos s
omn i roveral? ot B ety
W e TR L
o1 coniiet

Wore 25309 "B% 83 R, and vicen,sredV 2
Word iZodiact in the finct 30 ang ivei 10 places. -
Wozd" *Death 5

machine” for entire message.
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The Zodiac's 340 Cipher

Previous efforts to solve Z340

Bia5000,535 checked aganst provisusty zecovered key: negative,
unesntext values obtaing tsing aig pes {dieregarding instances
Yerte e Ciehertext valle apsavans - mict than one plainteys
letter) dicclosed 15 gheretes, sinilar {c expoctas ng 1o plain:
ex of cip

appearing in previous mess: )

age).  Attemp
key a5 Dart of combination §TYPLOSYsten: - neativa: Tiieq
L1inear and route tranepogisiss

Who has worked on solving Z340 in the
past? .
o FBI Cryptanalysis and Racketeering
Records Unit (CRRU)

o NSA

o CIA
@ Many university projects.

uestage ovexall, firet halr, ang juet half exanined for cyelic
obeot varianta! Possibilidien (11eteh below) incorporated into
subsequent EDP Tung.

W oie N § a0 tro@ ya

7 Be39, 100, shoxt. for aralyits by triers Anagramming atfempted of

-+ Dortions identical to QI3 chpnar ted {i.e., HER>, WBI, and ug)

3nd with thizd Jog)TOUER Lines a¢ "Chidainasen apors misspell:
dac), -

© oo gesn
"V EF fine s1401ng word £hrough message except for impossinle
situations (no matching of vxiant!?t leill killed, killine .
3. I Rl tine has come, Sacra 1to, Sa,

oI TectIng Trs,

EDP zuns $1104ng word. through messs, °_eXGept for dmpossible

fatuations, with vaiints gepumen’ 0VE: 0N 0ne Fun and verisnts i
116 L00 MR o R ) on other Tunrs o BY thing, slavegy

OLIEcting’of s1aveh 1i) 5T KillEng, killed, my afteriise:

collection of slaves.

fend amagramming done with message 5 written and on assumptions
that ressage backnards, wei sy columnazly, first. 1ine foresmy
and second line backward ate. B

Concentrated axeas of anagramning: <
8L T, S, R0, ang & g

hras 5Ot 4 e K and wE  ang wpe gy s e

have 5 285,%0 296 WIh'T coimits povy oL anse that, " shail

o Thiog a7 BLLE untlI] ] LYY, Y0y ShAE that, on been <,

hos s
omn i roveral? ot B ety
W e TR L
o1 coniiet

Wore 25309 "B% 83 R, and vicen,sredV 2
Word iZodiact in the finct 30 ang ivei 10 places. -
Wozd" *Death 5

machine” for entire message.
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The Zodiac's 340 Cipher

Previous efforts to solve Z340

0c32 and Qe35 checked againgt proviously recovered key: negative,
unesntext values obtaing tsing aig pes (disregarding instances
{here $ne Cibhertext value repgasoot s more than one plaintayt
letter) disclogeq Treguehciss sinilar o eyporte mgbios plafn.

2 o
appearing in previous mess: )

age).  Attemp
key a5 Dart of combination §TYPLOSYsten: - neativa: Tiieq
L1inear and route tranepogisiss

Who has worked on solving Z340 in the
past? .
o FBI Cryptanalysis and Racketeering
Records Unit (CRRU)
o NSA
o CIA
@ Many university projects.
@ Robert Graysmith's book Zodiac talks
of computer—based attacks of the
Z340 in the 1970s.

uestage ovexall, firet halr, ang juet half exanined for cyelic
obeot varianta! Possibilidien (11eteh below) incorporated into
subsequent EDP Tung.

W oie N § a0 tro@ ya

7 Be39, 100, shoxt. for aralyits by triers Anagramming atfempted of
Engtiens identical to QU35 cisnes eaii {i.e., HER>, WBI, and ug)
3nd with thizd Jog)TOUER Lines a¢ "Chidainasen apors misspell:

dac), -

. o qeo,
VI Sins s14atng wora throush message except for Lnpossinie
’situl(iﬂns (no. matching of vxiantx?t leill killed, ki11i; .
H gl i oo s, L i ined

oI TectIng Trs,

EDP zuns $1104ng word. through messs, °_eXGept for dmpossible

fatuations, with vaiints gepumen’ 0VE: 0N 0ne Fun and verisnts i
116 L00 MR o R ) on other Tunrs o BY thing, slavegy

OLIEcting’of s1aveh 1i) 5T KillEng, killed, my afteriise:

collection of slaves.

fend amagramming done with message 5 written and on assumptions
that ressage backnards, wei sy columnazly, first. 1ine foresmy
and second line backward ate. B

Concentrated axeas of anagramning: <
S L. T, S, R, 0, and £ g

hras 5Ot 4 e K and wE  ang wpe gy s ne o

have 5 285,%0 296 WIh'T coimits povy oL anse that, " shail

how igemitl e te1T € GnEETTI IR0 v Tocks, ‘has been 5,

for s

onm wites reversal’ Expanclon gr phis X include
iaues for B MF. which are ih trequis ‘contact with the theas
al 3 "

Wore 25309 "B% 83 R, and vicen,sredV 2
Word iZodiact in the finct 30 ang ivei 10 places. N
Wozd" *Death B

machine” for entire message
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The Zodiac's 340 Cipher

Previous efforts to solve Z340

0c32 and Qe35 checked againgt proviously recovered key: negative,
unesntext values obtaing tsing aig pes (disregarding instances
{here $ne Cibhertext value repgasoot s nore tha

<

Who has worked on solving Z340 in the
past?

her text is new (symbols nof
. K7 e part oFovou nes FN negeigPt ttig ole
H cketeering LinesT 315 raute toanapict 117 # 7 Resative. -
alysis and Ra 2
o FBI Cryptan

uestage ovexall, firet halr, ang juet half exanined for cyelic
obeot varianta! Possibilidien (11eteh below) incorporated into
subsequent EDP Tung.

Records Unit (CRRU)
e NSA
o CIA
@ Many university projects.
@ Robert Graysmith's book Zodiac talks

of computer—based attacks of the
Z340 in the 1970s.

o Members of the American.Cryptogram
Association (ACA), including then
president Donald C.B. Marsh.

W oie N § a0 tro@ ya

339, 00 short for analyess by teelf.  Anagramming3tfempred of

portions identical to Q¢33 cipher text (i.e., HER), 1, and Uz)
2nd with third sng fourth lines as "Christmags® (known misspell.
ing used by sediae)” =

- o0 gesa;
"D Sine s 140tng yora 3"Tush message excent for Lmposetbie
situations (no matching of v xiantx?t kill killed, killing,
I U S0me. Sicramento, San Francisca,

get your
<laves,
EDP'runs s11qing vord.through messages except: fop, Ampossible
Tocerions: MIEh vagtints afoupes sBose 1SS, for and variints i
Q;;T?o SME, $n-other Tun: *do my thing, slaveg,

B- SOME ad Ry
coMldeting” of siaves’ ki)yr KillEng, killed, my afteriise:
colloction of slaves.

oI TectIng Trs,

Hand anagramming done with Heesage as written and on aceum

that ressage backwards, weigge. columnazly, first ling fo
second” Line backward ete. B

Concentrated areas.of anagramming:

Vw38 L T, 8, R, 0, and £
23038 0 with “ar'ag ' ang

ptions
rwazd

" and "BYag pr
Azea-of 285 to 296, With 1. cogmis 3bout 0, shit that," shaii
hove &1 smallm, ta1] t. ungiiy +) will w, your rocks,

has been ¢,

g
3
3
o
g

Strfor
pansion of this 1o include
hore In froquent contact with tho thres
E an nd vice-versa, - :
Word iZodiact in the finct 30 ang ivei 10 places.
Word "Death machine® for sniire message,
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The Zodiac's 340 Cipher

Previous efforts to solve Z340

0632 and Qe35 chec

5 Neaiag3inst previcusly recovered Keyi negative,
whasntext values obtaingd Leiny o1 pil! (50 5
wheze one cipharts

Who has worked on solving Z340 in the
past? .
o FBI Cryptanalysis and Racketeering
Records Unit (CRRU)

e NSA
o CIA
@ Many university projects.

\eatige ovezall, first hais, ang 3
Sepeof variants! Possinilifson (11
ns .

3t half examined for eyclie
subsequent EDp 1y

L
sted below) incorperated into

B Eor’w fus ‘Nz .30 vrom ya

i (dnagramning sttemptea oy
t (3.e, HER, WBI, ang ug)
1 ¢ "Christmass® (kfown nisspelr.
dac).

On_Qe3z;

ED5' Sins s1561ng word through m
situl(ian} (no. matching of var;
<

90t for inpossinle

killed, killing;
m diac talks e falltis (it i,
@ Robert Graysmith's book Zodiac o

EDPmune 5144109 wozd, through mess39e3 except for, dmpossible
fotuations, with vagiants oroupes 10t o0 0ne xun and varisnis

LGt 2 yond ®) ) onother fun i gn O thing, slaveg
OLIEcting’of s1aveh 1i) 5T KillEng, killed, my afteriise:
collection of slaves.

of computer—based attacks of the
Z340 in the 1970s.

o Members of the American Cryptogram
Association (ACA), inc:\L/Jlde then
sident Donald C.B. Marsh.
e Sl fogts? threr-letaed SR Al platn sogpher s

M rivate citizens including forum S L F P B
e Many p diackillersite.com | e e B B 0 e,

I ’ ' 4 " th machine™ for entire message.
users from zodiac! :
zodiackiller.com and
zodiackillerfacts.com

fend amagramming done with message 5 written and on assumptions
that ressage backwards, weigge. columnazly, first. 1ine foresmy
second” Line backward ete. B

Concentrated areas.of anagramming:

a2 LT, 8, R, 0, 4nd &

a0 riEh 44 ag 'K and mE e ang up, z
Rova 21285 %0 296, With T commisy abaes to, shit that,’ shali
have a, small m, te1] t, unsiqy i your rocks, ‘has been s,
now Tieq dn, 1 o]
conntitication of 1097 by examining zodsse Plain tof

COmmOnLY uced three-lettes eveini)

Zodiac 340 Cipher
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@ Perhaps it's just gibberish? Then why
did Zodiac correct the X7
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did Zodiac correct the X7
time.

@ Perhaps it's just gibberish? Then why
o It was speculated that this cipher was

x4+ +o0-don+
4+ 1 eddpuB
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SO NTON g -
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The Zodiac's 340 Cipher

Does the cipher contain a message at all?

Perhaps it's just gibberish? Then why
did Zodiac correct the X?

It was speculated that this cipher was
a ploy to waste law enforcement's
time.

This would explain why it hasn't been
solved for 50 years.

Without a solution, can we distinguish

between a genuine cipher and a
random assignment of symbols?

Sam Blake

HER> SUJAVPIIO®OLTGO®A
NS+B¢mo@DWY ' < RK 36
BXTOM+uzowodeL méHT
S99AAJARNVOIO++RKS
OAM+41TAa)I @€FP +POA/
RAFLO-BACBF>eDd¢

WO +KOBT oudxX6V - 4L I
P68y 3T mO+ONYS+ELA
G{M+8+ZROFBEODXAOOK
= JUV+AT +094< FBX—
+R/@©LEIDYBAI8TMKO
@®<D2JRJIINeTOEM: -+PBF
40AS5XmR+NIO®FBDODOTAR
J6FNA3Je®08 " D2V eoLl++
XBXO@RIQACE>VUZe—+
12 " 04BKPOI A iMPpsee
ROT+L@®0c<+Fl1wB|®L
++OWCceWdDPOSHT/¢e19
| FlIaw<c<cAlBOrYOBR=-CD
>MDHNAYS49204A] KI+
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The Zodiac's 340 Cipher

Does the cipher contain a message at all?

HER> 9 4JAVPI I OGLTG®aA
NI+go¢mom@Oowy < EBK IS
BXTOoM+uzowodeolL mégHT

3‘”41J40v¢10+0nk9
. . ODOAM+49LTA) ®€eFP + POX/
?
° P.el’hapS.ItSJLlSt gibberish? Then why MAFrioamacBrye b¢
did Zodiac correct the X? WO +KOBT ousx6v - 4L |
o It was speculated that this cipher was 96673t mo+ONYS+ELA
, Gf{ M+8+ZROFBOXAO0OK
a ploy to waste law enforcement'’s —~# JUV+AT+094<FBY—
time. +R/70LEI'DYBI AT HKRO
o This would explain why it hasn’t been RS Reg Meirie i
Ived for 50 90ASXm+N|IO®FBDOTAR
solve or years. JG6FNA3Je®@08 - DV eol++
e Without a solution, can we distinguish 7 g X:::’ :g g qE ; V: e ok
. . ; 3 MPose
betweenagenumeapheranda B8 v L 060 <+ FIWwBiamE
random assignment of symbols? ++OWCeWd POSHT/¢eq
@ The number of repeating bigrams can FREAQ WAL PO yOBR=€H
peating big >MDHNAJYS$204A4] KI+

indicate a genuine cipher.
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Repeating Bigrams

The Zodiac's 408 Cipher

The most common repeating bigram in the Z408 is @B, with 6 occurrences.

aB

AaB

aB

AaB

LL

LL

LL
LL
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Repeating Bigrams

The Zodiac's 408 Cipher

However, by the nature of the encipherment scheme, there are other ways to encode

LL.
L
aB LL
aB LL
AB LL
a L
B L
aB LL
LL
aB LL LL
L
L
LL
LL
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Repeating Bigrams

The Zodiac's 408 Cipher

The second most common repeating bigram is 20, with 4 occurrences.

o0 MY
o0 MY

o0 MY
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Repeating Bigrams

The Zodiac's 408 Cipher

The Z408 has 62 repeating bigrams.

Aa@ B@ OR
wv 3eY
(Vi) | Tl
Sé,/AmMBPOR
LM AN
26 Ie00
o6
PEBEOXOEHM
o2z IeWo AO
BPDR

hal

9E
vw
A® S¢
@B
AR
LMS AR

VWI Le AR

DROTY A\

P RU LeV
LM
AARBVW

eSS /L@@

XowonO o+
RUD+ 2

36y OTYAA

TleO

" ]
v
o POR
z
VE SAWIOOEHM
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ax A
E

TL
]
APERBYV
AAB
o oW
@
o
p)
BP
uTi

IL LL N6
EB CAU

ITI OR H
ANKILLING ME

TH RR BE
MA THEM AT AN
MA LL
ILLSOMETH N6
VE THEM ATTHRIL
LINe6
BET TH N6
N6YOURR SO w
I (s TH BE
TH
WILLBE OR
LL
HA KILL WILLB
OMEMY VE WIL

L 6IVE MY ME
B CAU YOUwIL

M
Y ING6 v
E ORMY LI
BE RIETEMETH ITI



The Zodiac's 340 Cipher
Repeating bigrams

60
N9 é¢mo
BX M+Uz beL
9aA O+ +R
M+ | OF +P
o The Z340 has 25 repeating bigrams. AR/FJ ¢
How many bigrams should we expect a
if the cipher is genuine or not? 60 |0+
M+ FBD
09A FBX
+R
+P
| ®FBD AR
++
uz
019 60
FJ oL
++ ¢ o
N9
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The Zodiac's 340 Cipher

Repeating bigrams

60
N9 émO
BX M+Uz beL
9aA O+ +R
M+ | ®F "+ P
o The Z340 has 25 repeating bigrams. ARNF ] ¢
How many bigrams should we expect a
if the cipher is genuine or not? 60 |0+
M+ FBD
@ We could compare the number of
. . 09A FBX
repeating bigrams of random shuffles +R
of Z340 with randomly generated +p

Z340-like ciphers (Assuming the Z340
is a homophonic substitution cipher ++
like the Z408.).

++ ¢ e

N9
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The Zodiac's 340 Cipher

Repeating bigrams

Unfortunately, the results of this experiment were inconclusive. Z340 is 1.33-sigma
from the mean of the random shuffles and 1.63-sigma from the mean of the randomly

generated Z340-like ciphers.

120

100
[ random shuffles of Z340
random Z340-like ciphers

80

60

frequency

40

20

[ ‘ Al ‘ ‘ I
10 20 30 40 50 60

repeating bigram count
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The Zodiac's 340 Cipher

Repeating trigrams

Rerunning this experiment with repeating trigrams was, once again, inconclusive as
the Z340 has 2 repeating trigrams.

700

600
[0 random shuffles of Z340

[ random Z340-like ciphers
500

400

frequency

300

7340

200

100

4 6 8

[ 5 R

repeating trigram count
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The Zodiac's 340 Cipher

azdecrypt on the Z340

Previously we saw how efficiently azdecrypt could solve the Z408. How does it do on
the 73407

File Functions Format _Statistics_ Options

[Copentie T ~]  [Task: substiturion (using 2 CPU threads)
Substiuion + columnar rearrangement 5-gzams_english practicalcryprography_wortschatz.txt.gz
Save state Pause |
Tcems: 68 Ttems per second: 0.53 MIPS: 1.40
Load state Stop task n+ t AVG score: 19687.27 10C: 0.07884 BC-cycles: 426.57
n + monoalphabetic groups
Swap n + nulls and skips - 3
Subetttion + polyphones -
Input window Output window

~ [score: 20025.63 Toc: 0.0751 Multiplicicy: 0.1852 Seconds: 25.60
Repeats: ERTT THER TING TTH NIO ANT ISI ERE (2) TEA ARE EAL
Bo-cycles: 483

GOH I SCENTO FURN AT ME STELS I KARRDE I

U+R/5TE | DYBDOTMEO
2<c1R7| *5TaM. +aBF
2635y#+N| SFBC (;8R
1GEN~£524b. cVaTe+ FROM REPREWRIE I SPAIN AGES ONE CITY FAST
YEXL* 1 49CEVUZS-+
. 328K (Op” . fMqB2

>MDHENpKSZZOSA K
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The Zodiac's 340 Cipher

azdecrypt on the Z340

o What do we make of azdecrypt’s failure to solve Z3407

Sam Blake The Quest to Solve the Zodiac 340 Cipher



The Zodiac's 340 Cipher

azdecrypt on the Z340

o What do we make of azdecrypt’s failure to solve Z3407

o Experiments indicate that azdecrypt can robustly solve homophonic substitution
ciphers of the same length and symbol frequency as Z340.
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The Zodiac's 340 Cipher

azdecrypt on the Z340

o What do we make of azdecrypt’s failure to solve Z3407

o Experiments indicate that azdecrypt can robustly solve homophonic substitution
ciphers of the same length and symbol frequency as Z340.

@ Perhaps it truly is gibberish, but let's suppose its not.
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The Zodiac's 340 Cipher

azdecrypt on the Z340

o What do we make of azdecrypt’s failure to solve Z3407

o Experiments indicate that azdecrypt can robustly solve homophonic substitution
ciphers of the same length and symbol frequency as Z340.

@ Perhaps it truly is gibberish, but let's suppose its not.
@ Perhaps we are not reading Z340 in the right direction?
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The Zodiac's 340 Cipher

azdecrypt on the Z340

What do we make of azdecrypt’s failure to solve 23407

o Experiments indicate that azdecrypt can robustly solve homophonic substitution
ciphers of the same length and symbol frequency as Z340.

Perhaps it truly is gibberish, but let's suppose its not.

Perhaps we are not reading Z340 in the right direction?

o Let's assume Z340 is both a transposition cipher and a substitution cipher?
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The Zodiac's 340 Cipher

Transposition + substitution?

@ In 2018, David Oranchak gave an
excellent presentation on the Z340 to

the American Cryptogram Association
(ACA).

What is Zodiac’s
340-character cipher?

David Oranchak
zodiackillerciph

Re: Things | noticed about 2340
by daikon » Wed Aug 05, 2015 1:22 am

Another observation | came across when doing various tests on 2340 has

to do with a spike in the bigram IoC at the period of 19 (or step, or
distance).

Bigram IoC (index of coincidence) is just another way to measure bigram
repeats, but it is more “sensitive” to multiple repeats.

Here's the raw graph

daikon

Posts: 179
Joined: Thu Jul 02, 2015
7:04 pm

Sam Blake The Quest to Solve tl

odiac 340 Cipher


https://www.youtube.com/watch?v=3Hk__Hk5c9M
www.zodiackillersite.com

The Zodiac's 340 Ciphe

Transposition + substitution?

@ In 2018, David Oranchak gave an
excellent presentation on the Z340 to

the American Cryptogram Association
(ACA).

@ In this presentation, David : What is Zodiac’s
investigated the possibility that Z340 340-character cipher?
was enciphered with both a S

avia Oranch

(homophonic) substitution and a zodiackillerciph
transposition.

Re: Things | noticed about 2340
by daikon » Wed Aug 05, 2015 1:22 am
Another observation | came across when doing various tests on 2340 has

to do with a spike in the bigram IoC at the period of 19 (o step, or daikon

distance). ) v posts: 179

Bigram loC (index of coincidence) s just another way to measure bigram  Joined: Tnu Jul 02, 2015
repeats, but it is more “sensitive” to multiple repeats. 7:04pm

Here's the raw graph

Blake The Quest to Solve
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The Zodiac's 340 Cipher

Transposition + substitution?

@ In 2018, David Oranchak gave an
excellent presentation on the Z340 to

the American Cryptogram Association
(ACA). s

@ In this presentation, David : What is Zodiac’s
investigated the possibility that Z340 340-character cipher?
was enciphered with both a I
(homophonic) substitution and a P:” ﬂ:’:r";?‘k
transposition. 7' N

o Of particular interest was the (left to

right, top to bottom) period—19
transposition of the cipher, which et

by daikon » Wed Aug 05, 2015 1:22 am

i 1 | Another observation | came across when doing various tests on 2340 has
prOdUCEd 37 repeating blgrams. to do with a spike in the bigram IoC at the period of 19 (or step, or daikon
distance). pose: 175
Bigram loC (index of coincidence) s just another way to measure bigram  Joined: Tnu Jul 02, 2015
repeats, but it is more “sensitive” to multiple repeats. 7:04pm
Here's the raw graph
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The Zodiac's 340 Cipher

Transposition + substitution?

In 2018, David Oranchak gave an
excellent presentation on the Z340 to
the American Cryptogram Association
(ACA).

In this presentation, David
investigated the possibility that Z340
was enciphered with both a
(homophonic) substitution and a
transposition.

Of particular interest was the (left to
right, top to bottom) period—19
transposition of the cipher, which
produced 37 repeating bigrams!

This observation was independently
discovered by a zodiackillersite.com
forum user called “daikon” and Jarl
van Eycke in 2015.

What is Zodiac’s
340-character cipher?

David Oranchak

zodiackillerciph

Re: Things | noticed about 2340
by daikon » Wed Aug 05, 2015 1:22 am

Another observation | came across when doing various tests on 2340 has
to do with a spike in the bigram IoC at the period of 19 (or step, or
distance).

Bigram IoC (index of coincidence) is just another way to measure bigram
repeats, but it is more “sensitive” to multiple repeats.

Here's the raw graph

daikon

Posts: 179
Joined: Thu Jul 02, 2015
7:04 pm
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The Zodiac's 340 Cipher

David's period—19 transposition

Left-right, top—bottom period—19 transposition

m Blake The Quest to Solve the Zodiac 340 Ciphel



The Zodiac's 340 Cipher

Period—19 transposition

o The 37 repeating bigrams of the period—19 transposition is 4.5-sigma from the
mean of random shuffles of the Z340.

120

100
[l random shuffles of Z340

random Z340-like ciphers

2340 (period-19)
60

frequency

40

20

10 20 30 40 50 60

repeating bigram count
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The Zodiac's 340 Cipher

Period—19 transposition

o The 37 repeating bigrams of the period—19 transposition is 4.5-sigma from the
mean of random shuffles of the Z340.

@ This suggests we could be getting closer to the correct reading direction.

120

100
[l random shuffles of Z340

random Z340-like ciphers

2340 (period-19)

frequency
3

40

20

10 20 30 40 50 60

repeating bigram count
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The Zodiac's 340 Cipher

Period—19 transposition

The period-19 transposition credited to “daikon” & Jarl van Eycke is not a left to
right, top to bottom, 19—-decimation. When you wrap around vertically the period is

only 18.

period—19 transposition A (left—right, top—bottom) 19—decimation

m Blake The Quest to Solve the Zodiac 340 Ciphel



The Zodiac's 340 Cipher

azdecrypt on the period—19 transposition of Z340

Have we discovered the correct transposition?

ece < in]

File Edit Solve Ciphers Statistics Help

Cipher window Set cipher dimensions:

H+M8|CV@K+I#2E.B)>E
B+*5k.L-RR+4>f|pMR(
UVFFz9z/JNbVM) |D>#Z
3P>LdI5||.UgqLFHpOGp
+2|<Ut*5¢cZG+kNI%WO&
D(MVE5FV52+dp"D(+4(
G++|TB4-R)WKVW)+k#2
b"D4ct+cW<SPYLR/5J+
JYM(+|TC7zk #Kp+fZ+
B.;+Cc+2ztZ|<z28KjROp
+8y.LWBO1*H_Rq#2pb&
RB31c_8LKJ9"%OF7TBI
Xz6PYATfSMF;+B<MFG1
BCOO|G)p+I2_cFKzF*K
<SBK2BpzOUNyYBOGN:(+
H*;dy7t-cYAy29"40FT
-+N:"j*Xz6-<Sf9pl/C
cpclddG+4Ucy5C W(

Output window Restart 59: 36.50%

Score: 20047.60 loc: 0.07272

DEINCLASTEAUSFORTOF
RENIBOUTSSEDORCHIST
MANNATALSOWAITCROUT
EYOUSAICCOMMUNDHEHH
ESCHMINISTHEBOARTEA
RTIAFINAISESHORTEDT
HEECORDTSTTBATTEBUS
WORDSIESTHEYPUSLISE
SPITECOLLABOUTHERTE
RODESEAITCHASNTUSEH
ENPOUTREANDISMUSHWA
SREASINUTSTORENLORA
DANYPOOREINDERHINHA
RLEECHTHEASISNTANNT
HERTSRHAEMOPRENOFTE
DNDSPLITSPOPSTODENO
TEOFOUNDANTHERTHALL
SHSASSHEDMSPILOTT
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The Zodiac's 340 Cipher

Period—19 & two—dimensional periodic decimations

o Although the period-19 transposition clearly increases the number of repeating
bigrams, it's not a very natural way to write out a transposition.
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The Zodiac's 340 Cipher

Period—19 & two—dimensional periodic decimations

o Although the period-19 transposition clearly increases the number of repeating
bigrams, it's not a very natural way to write out a transposition.

o | thought the transposition used in Z340 may be a doubly periodic,
1,2—decimation.
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The Zodiac's 340 Cipher

Period—19 & two—dimensional periodic decimations

o Although the period-19 transposition clearly increases the number of repeating
bigrams, it's not a very natural way to write out a transposition.

o | thought the transposition used in Z340 may be a doubly periodic,
1,2—decimation.

o Let the i, j entry of the Z340 be given by s; ; and denote the 1,2—decimation with
T;, where

Ti = Si mod 20,2 mod 17-
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The Zodiac's 340 Cipher

Period—19 & two—dimensional periodic decimations

o Although the period-19 transposition clearly increases the number of repeating
bigrams, it's not a very natural way to write out a transposition.

o | thought the transposition used in Z340 may be a doubly periodic,
1,2—decimation.

o Let the i, j entry of the Z340 be given by s; ; and denote the 1,2—decimation with
T;, where

Ti = Si mod 20,2 mod 17-

@ While this looks more complicated, geometrically it's just 1-down, 2—right, and
wrapping around periodically, both horizontally and vertically.
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The Zodiac's 340 Cipher

Period—19 & two—dimensional periodic decimations

o Although the period-19 transposition clearly increases the number of repeating
bigrams, it's not a very natural way to write out a transposition.

o | thought the transposition used in Z340 may be a doubly periodic,
1,2—decimation.
o Let the i, j entry of the Z340 be given by s; ; and denote the 1,2—decimation with
T;, where
Ti = Si mod 20,2 mod 17-

@ While this looks more complicated, geometrically it's just 1-down, 2—right, and
wrapping around periodically, both horizontally and vertically.

@ The 1,2—-decimation transposition follows similar diagonals to the period—19
transposition.
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The Zodiac's 340 Cipher

Period—19 & two—dimensional periodic decimations

o Although the period-19 transposition clearly increases the number of repeating
bigrams, it's not a very natural way to write out a transposition.

o | thought the transposition used in Z340 may be a doubly periodic,
1,2—decimation.

o Let the i, j entry of the Z340 be given by s; ; and denote the 1,2—decimation with
T;, where
Ti = Si mod 20,2 mod 17-

@ While this looks more complicated, geometrically it's just 1-down, 2—right, and
wrapping around periodically, both horizontally and vertically.

@ The 1,2—-decimation transposition follows similar diagonals to the period—19
transposition.

@ The 1,2—decimation also has 37 bigrams.
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The Zodiac's 340 Cipher

1,2—decimation of Z340

The period—19 transposition A doubly periodic, 1,2—decimation

120 180 240 300 800 140 200 260 320 100 160 220
281 21 1o 21 sor [N 41 201 261 st [N

| |

162 222 232-122 182 242 302 - 8l 142 202 262 322
313-1(;: 163 223 m-m 183 243 303 - 8l 143 203
204 264 324 [JEHOAY 164 224 zsa-m CEEd

145 205 265 o5 [0S tes 225 20 [JEENEER 12 1es 25 sos
aas- 86 146 206 266 326 -1u 168 226 286 126 186

247 :m- 80 147 207 267 327 -1\77 167 227 287

128 188 248 3ns- 880 148 208 208 328 -m 168 228

-129 189 200 309 [JENNGON 149 200 260 320 [JEERNGGN 160
290-130 190 250 m-m 150 210 270 330 [JEITG

71 231 291 D | EOEDEZ
& - 12 102 252 o2 [ENGEY 1s2
273 333 173 233 133 193 253 313- 9
B e e 2 294-z||34 104 254
25 335 [EIATSN 175 235 245-15 135
186 216 276 336 [[SSNNHGN 176 206 206
- 87 157 217 217 v ST 177 23

258 :we- 98N 158 218 278 33 -115

139 199 990 159 219 279 339
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Reaching out to David Oranchak

I thought David may like to know the connection between the period—19 transposition
and a 1,2—decimation transposition of the cipher.

Sam Blake 1 year ago

Great talk, David! | am puzzled by some of the periods you have tested as they would not be proper decimations of the cipher. Also, you may
like to consider a decimation in 2D as the di ions of the grid are coprime. Here's one possible decimation in 2D of the cipher indexes
starting from 1 (I have used Mathematica):

Read more
i@ &  REPLY
4 Hide 4 replies

m David Oranchak JECEIETY

Very interesting ideas - I'm guessing that not all of those possibilities have been explored yet. If you want, generate a huge list of
possible enumerations and | can try to generate the resulting transformed cipher texts along with the associated statistics (ngram
counts and homophone cycle scores). My email is doranchak@gmail.com.

There is something unusual about that period 19 peak in bigrams; peaks also occur when performing simple operations such as
shifting the entire grid of cipher text by one column. Perhaps there is some connection to an enumeration we haven't yet explored.
Show less

& ® REPLY
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Reaching out to David Oranchak

azdecrypt on the 1,2—decimation transposition of Z340

David and | both tested the 1,2—decimation of Z340 with azdecrypt and zkdecrypto.

File Functions Format Statistics Options
Open file Salve
+ columnar

Save state Pause Substitution + columnar transpasition
itution + crib grid

Load state Stop task Substitution + crib list
itution + groups

Swap Substitution + nulls and skips

itution +

Task: substitution (using 2 CPU threads)
6-grams_english_jarlve_reddit.txt.gz

Items: 86 Items per second: 0.183 MIPS: 0.83
AVG score: 17665.04 IOC: 0.08312 PC-cycles: 209.

o8

Input window

Output window

H+M8 | CVEKz/ INBVH)
SKIND (+4 (ST+T7M (+
¥.LWBOLKJp+12_cFX
29" 40FT-+EB+#5k.L
15| | . UgL+dpVi) +k
D*fZ+5.;+831c_8TT
BpzOUNYBO<5£3p1/C
>R (UVFFz0<Ut*5e26
R)WKBYLR/EK)ROp+8
1Xz6EYAG) yTE-cYAY
UcySC W (cM>#23P5L
(MVESFVS2cH<Sk.
_Ra#2pbeREIECOO]
Ni*3*Xz6-+142E.5
| DpOGP+2 | G++| TB4:
| TC72 | <229°$0F 7!
ZF*KCSBRApC1ddG+
-RR+4>£ | pFELEWOS:
#2b"Dact+c+zrzln]
SMF; +BCMF6N: (+H7;

®

BLETEN

&

Score: 18159.14 IOC: 0.0798 Multiplicity: 0.1852
Repeats: OOSEC LIST TERR TOMI ALLO INTH EDAL SSS
PC-cycles: 157

BE ON T LOVEE A TUBOOSECULATE STATE TOOTE

ROAD TO MIC ONE IS AND HBKS RAT LOOT DUP
LARVER SEEND NOT STAE OR HED TREET ITS STILLET
MED ALL OR LITER REMITECH TEC CRESSSSES IN
THRRE LOOK AND BLASTIE TEE I WARRIOR GET
MORRUBTER RG

Seconds: 21.52
TEC ATE ECH
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

@ | was now interested in looking at further transpositions.
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

@ | was now interested in looking at further transpositions.

@ Instead of looking at a handful of selected transpositions, like the 1,2—decimation,
my approach was to enumerate all possible transpositions of a given kind.
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

@ | was now interested in looking at further transpositions.

@ Instead of looking at a handful of selected transpositions, like the 1,2—decimation,
my approach was to enumerate all possible transpositions of a given kind.

@ We ran these transpositions through azdecrypt and zkdecrypto.
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

@ | was now interested in looking at further transpositions.

Instead of looking at a handful of selected transpositions, like the 1,2—decimation,
my approach was to enumerate all possible transpositions of a given kind.

We ran these transpositions through azdecrypt and zkdecrypto.

The decrypted plaintext of the candidate ciphers were ranked by score and
analysed for Zodiac—like words.
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Row—major transpositions
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Row-major transpositions cont.
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Column—major transpositions
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Column—major transpositions cont.
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Alternating row—column transpositions

lake The Quest to Solve the Zodiac 340 Cipher



Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Alternating row—column transpositions cont.
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Alternating column—row transpositions
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Alternating column—row transpositions cont.
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Inward spirals
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Outward spirals
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Diagonal transpositions
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Diagonal transpositions cont.
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Proper two—dimensional decimations
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Proper two—dimensional decimations cont.
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Large—Scale Experiments on the Z340

Enumerating 2D transpositions

Proper two—dimensional decimations cont.
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Large—Scale Experiments on the Z340

Compositions of transformations

o We tested all row—major, column—major, alternating row—column, alternating
column—row, inward spirals, outward spirals, diagonals and proper 2D decimations
transpositions.

A ]
B R 0w s @ @ e

W m T RnE R
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Large—Scale Experiments on the Z340

Compositions of transformations

o We tested all row—major, column—major, alternating row—column, alternating
column—row, inward spirals, outward spirals, diagonals and proper 2D decimations
transpositions.

@ This didn't turn up anything that looked like a solution to Z340.
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Large—Scale Experiments on the Z340

Compositions of transformations

o We tested all row—major, column—major, alternating row—column, alternating
column—row, inward spirals, outward spirals, diagonals and proper 2D decimations
transpositions.

@ This didn't turn up anything that looked like a solution to Z340.

o We then tested all 53 824 pairs of transpositions using azdecrypt and
zkdecrypto. For example

L-R L-R R-L R-L, Top left,
L-R T-B alternating B-T upper diagonal
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Large—Scale Experiments on the Z340

Compositions of transformations

o We tested all row—major, column—major, alternating row—column, alternating
column—row, inward spirals, outward spirals, diagonals and proper 2D decimations
transpositions.

@ This didn't turn up anything that looked like a solution to Z340.

o We then tested all 53 824 pairs of transpositions using azdecrypt and
zkdecrypto. For example

L-R,L-R, R-L, R-L, Top left,
L-R T-B alternating B-T upper diagonal

@ Once again, this search turned up nothing.
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Large—Scale Experiments on the Z340

Compositions of transformations

@ We then considered testing all 3—tuples of transpositions using azdecrypt and
zkdecrypto.

121 241 -m 261 - 161 281 - 181 301
'~ 122 202 142 262 -152 282 -mz 302
- e -Ee- .-
- 125 245 - 45 265 - 165
1080 226 -125 zdn-us hﬁ-mﬁ 86
- 129 E- 149 -
- 130 250

174 200 [l

E
137 257 - 87 217 - 1
238 - 138 258 - 188 278 - 178
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Large—Scale Experiments on the Z340

Compositions of transformations

@ We then considered testing all 3—tuples of transpositions using azdecrypt and
zkdecrypto.

@ However, there are 155929 364 660 224 such candidates to test.

140 260

121 241 -m 21 - 161
22 2

2 2

e
33 IS -m 3

234 154
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Large—Scale Experiments on the Z340

Compositions of transformations

@ We then considered testing all 3—tuples of transpositions using azdecrypt and
zkdecrypto.

@ However, there are 155929 364 660 224 such candidates to test.

o Naively checking one a second would take almost 5 million years.

||

190 250 [ 10 210
-- N E- 1ot
= [l =

id) 234

51 335 |48 us-

3 (116 236
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Large—Scale Experiments on the Z340

Compositions of transformations

@ We then considered testing all 3—tuples of transpositions using azdecrypt and
zkdecrypto.

@ However, there are 155929 364 660 224 such candidates to test.
o Naively checking one a second would take almost 5 million years.

@ So we limited our search to proper decimations which seemed reasonable to write
out by hand. For example

1 1-decimation 13,15—decimation

||

190 250 [ 10 210
-- N E- 1ot
= [l =

id) 234

51 335 |48 us-

3 (116 236
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Large—Scale Experiments on the Z340

Compositions of transformations

@ We then considered testing all 3—tuples of transpositions using azdecrypt and
zkdecrypto.

@ However, there are 155929 364 660 224 such candidates to test.

o Naively checking one a second would take almost 5 million years.

So we limited our search to proper decimations which seemed reasonable to write
out by hand. For example

1,1-decimation 13,15—decimation

21 241 -m 261 - 161 281 - 181 301
-uz 2 -152 2 -mz
123 24 -m 26 -m:
- 144

081 228 28 20

8 320 (08 22¢ -129-
5 o

@ We further limited the search to candidates with a high bigram count.
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Large—Scale Experiments on the Z340

Compositions of transformations

@ We then considered testing all 3—tuples of transpositions using azdecrypt and
zkdecrypto.

@ However, there are 155929 364 660 224 such candidates to test.
o Naively checking one a second would take almost 5 million years.

@ So we limited our search to proper decimations which seemed reasonable to write
out by hand. For example

1,1-decimation 13,15—decimation

sor [l 201
182 302 8

@ We further limited the search to candidates with a high bigram count.

@ Once again, this search turned up nothing.

ke The Quest to Solve the Zodiac 340 Cipher




Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

@ Our experiments suggested that a composition of a transposition and a
homophonic substitution does not solve Z340.
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Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

@ Our experiments suggested that a composition of a transposition and a
homophonic substitution does not solve Z340.

@ Perhaps there's another step we are missing?
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Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

@ Our experiments suggested that a composition of a transposition and a
homophonic substitution does not solve Z340.

@ Perhaps there's another step we are missing?

o We experimented with splitting the cipher into two or more sections prior to
applying the transposition.

@ For each section of each candidate cipher, we applied all the aforementioned
transpositions.
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Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

@ Our experiments suggested that a composition of a transposition and a
homophonic substitution does not solve Z340.

@ Perhaps there's another step we are missing?

o We experimented with splitting the cipher into two or more sections prior to
applying the transposition.

@ For each section of each candidate cipher, we applied all the aforementioned
transpositions.

@ This would be followed by applying all combinations of all these transpositions to
each section of each cipher.
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Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

2 vertical sections 2 horizontal sections
-« 3 —><«—— h ——>
{ | |
b
\ 20 20
a
l \ \
- 17 > - 17 >
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Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

3 vertical sections 3 horizontal sections
-« 3 —>»<— h —>= ¢ >
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Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

2 horizontal & 2 vertical sections 3 horizontal & 3 vertical sections
-« a —>—— h ——» -“«— 3 —»><— hH —>a c >
A ? A
] f
i *
e
20 % 20
c d
i 4 i Y
- 17 > - 17 >
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Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

84 56 |28

3
40 103 75 47 - 110 62 54 26N 117 80 &1 8 %
ma’sz-us o7 s SN >+ aa-m-

85 57 [28 92 64 |36 9 71 43 -ms 78 50

@ Given the high bigram count of the 2 B D KN 118

1,2—decimation transposition, we < EONE - o i E"G el :O-% i
started our search with 2D

decimations. I 151
210 250 [SA 104 23 A 178 m-wz 202
-155 205 245 Ems 229-173 213 253 [HSE 197 zav-m
176 216 -mo 20 240 [ 184 224 -155 208 240 |82l 192
227 -m 211 251 |8l 195 zas-ws 219-153 208 243
20 [ 162 222 -156 206 246 8B 190 230 [ 174 214 254 |88
53 193 233 -117 217 -1e1 201 241 -135 zzs-ma 209

172 212 252 880 196 236

295 335 (290 330 285 325 280N 320 278N 315
s12 [ %07 -m -297 337 (292 332 |287 327 (282 322 |200
320 284 324 (279 319 (274N 314 -aus-am -299 339 |294

296 336 291 331 (286 326 281 321 |26 316-311
208 338 203 333 |288 328
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Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

3
40 103 75 47 -110 s2 54 28l 117 80 61 &
ma’sz-us 87 59 31-94 66 m.tu!’ds
8 57 a-qz 64 u-w 7 An-ms 78 so-m

@ Given the high bigram count of the “ - 4 ; A & L EE ; B e » @
. . . 102 46 109 81 53 116 88 60 B2 95 67
1,2—decimation transposition, we rryp-p S -
started our search with 2D
decimations. 151
i 9640 104 234 -115 218 1620 202 242 -ws
@ We started our search with each - 205 245 ms 229 -E 213 253 BTN 197 zav-m

176 216 -mo 2uo 240 [l 184 224 -155 208 240 |82l 192

segment.h.a\“ng the same (S|ng|e) 227 -m 211 251 [Jig8l 195 zas-ws 219-153 203 243
transposition. so [ 1e2 222 |EYVES) 206 21 O] 150 20 Y7 216 25 S8

193 233 - 77 217 - 761 201 241 - 185 225 - 169 209

172 212 252 880 196 236

295 335 (290 330 285 325 280N 320 278N 315
s12 [ %07 -m -297 337 (292 332 |287 327 (282 322 |200
320 284 324 (279 319 (274N 314 -aus-am -299 339 |294

296 336 291 331 (286 326 281 321 |26 316-311
208 338 203 333 |288 328
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Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

75 47-110 82 54 38l 117 89 61 &3
59 31-94 66 aa-m 7345

& | B 43-|ue 7 50-111
@ Given the high bigram count of the D B R K

1,2—decimation transposition, we ”
started our search with 2D

decimations. 51
i 210 250 -1 242 - 186
o We started our search with each B e o [ 2 S 2 o B 0 o [ e
segment having the same (single) 176 m-m 20 240 [ 184 224-155 208 240 |82l 192
L 227 -m 211 251 [[iB80 195 zas-ws 219-153 203
transposition. 5o [ 162 222-156 26 246 B3 190 20 [ 74 24 25 S8

193 233 - 77 217 - 761 201 241 - 185 225 - 169 209 2

o For example, on the right is a split 3
vertical segments of sizes 7, 8 and 5
and a 3’3_decimati0n_ 295 335 200 330 285 325 |280 320 218N 315

s12 [ %07 -auz -297 337 (292 332 (287 | %27 282 322

320 284 324 (279 319 (274N 314 -aus-am -299 339

206 336 291 331 (286 326 281 321 276 316

208 338 293 333 288
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Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

@ We ran all proper 2D decimation transpositions for all splits.
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Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

@ We ran all proper 2D decimation transpositions for all splits.

@ As we had seen so many times, this experiment didn’t turn up anything.
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Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

@ We ran all proper 2D decimation transpositions for all splits.
@ As we had seen so many times, this experiment didn’t turn up anything.

@ The next search for compositions of multiple transpositions and all combinations
of transpositions for all sections would be a significantly larger undertaking.
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Large—Scale Experiments on the Z340

Splitting the cipher + transposition + homophonic substitution

@ We ran all proper 2D decimation transpositions for all splits.
@ As we had seen so many times, this experiment didn’t turn up anything.

@ The next search for compositions of multiple transpositions and all combinations
of transpositions for all sections would be a significantly larger undertaking.

@ So we decided to re-analyse the results from the initial search.

Sam Blake The Quest to Solve the Zodiac 340 Cipher



The Breakthrough

Around 4am on Friday, December 4—th 2020 (AEDST), David found the following
result in the sea of noise—like results from azdecrypt and zkdecrypto. In particular,
the phrases ... HOPE YOU ARE ... TRYING TO CATCH ME ... GAS CHAMBER
stood out.

Friday, December 4th v

David Oranchak 4:04 AM
@Sam Blake ok, this one stood out
length_340_diagonal-variations/vertical_3split_decimations/z340_vertical_3split_decimations_9_9_1_19_2.txt

EHOPE YOU ARE HE SING IST TORRA ENN TRYING

TO CATCH METH AFTAINT MT ON THE TS SHOT WHICH
BRINGS UP ALS IN TABS IT ME NAME OF AR HEED

OR THE GAS CHAMBER BECA ATE IT WILD VENT

ME ROLER A DICE Al | THE VS SHEN BECAUSE

TOO WHA SEEN TIGHT DESERTS WORS ROS ME THERE
EVERYONEED HE HAS NOTHING THEN THEY HE ACH
PARADICT IS THEY ALREARE AND NORDER THER
AMEO EARRE AND BECAUITE IS YOT TV HAT MR

NEWE ITLE NEVER IND BAEYN NEIAAT AHOE CDR
PET (edited)

can you describe the steps in that one?

Sam Blake The Quest to Solve the Zodiac 340 Cipher



The Breakthrough

@ It goes without saying that | was
shocked!

! Sam Blake 11:26 AM
Holy shit - that one does stand out!
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The Breakthrough

@ It goes without saying that | was
shocked!

! Sam Blake 11:26 AM
Holy shit - that one does stand out!

@ This candidate was split into three
vertical sections of lengths 9, 9 and 2.

332 324 316 334 326 318 336 328 320 8 330 322 |34

5 327 (319 337 329 1321 339 331

323 318 333 325 317
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The Breakthrough

120 129
103 112 130 139 148

@ It goes without saying that | was s 22 1o
shocked! 96 105 132

15 124
Sam Blake 11:26 AM
@ Holy shit - that one does stand out!
217 226 262 27

o This candidate was split into three 20 209 25 254
vertical sections of lengths 9, 9 and 2. =

%8 107

189 234 243 279 288

283 202 301 4 211 220
266 275 284 194 203

@ The transposition for each section was
. . 249 258 267 276
a 1,2—decimation. 22 2 20 250

215 224 233 242

332 324 316 334 326 318

328 320 8 330 322 |34

323 318 333 325 317 335 327 319 337 329 1321
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The Breakthrough

Recreating this partial solution with azdecrypt

We can recreate this partial solution with azdecrypt. Again, the terms TRYING TO
CATCH ME and GAS CHAMBER appear in my recreation of the partial solution.

File Functions Format Statistics Options
Open fi Solve Substitution Task: substitution [FAUSED] &
b S-grams_english_practicalcryptography_wortschatz.txt.gz
Save state Resume ituti
Items: 76 Items per second: 0.41 MIPS: 1.38
Load state Stop task AVG score: 19854.08 I0C: 0.07335 PC-cycles: 334.35
itution + ic groups ,
Swap Substitution + nulls and skips < 5
—_— itution + hones -
Input window Output window
HeMe | CVERES+-SK.L ~ [Score: 20166.55 Toc: 0.0748 Maltiplicicy: 0.1852 Minutes: 2.23 B
AR (UVFFZ9<>$25E51 Repeats: BECAU EAND THAT (2) METH BECA AMET AFRE INGT EAE
(MpOGp+2 | G+13WO&D PC-cycles: 291
£25°D(+4 (ST+VH) +k
p+LZPYLR/BKIRK. #K E HOPES OF ARE HE SING LOTS OF FAENN TRYING
X ' IO CATCH MF THAN TAINT MT IN THATS SHOT WHICH
ipzDUgyz;y’l;;‘éﬂi BRINGO UP AVOINT ABOUT ME NAME IN A FREED
+73 #Xz6dpclddG+ . . =
i e OF THE GAS CHAMBER BECAASE IT WILL TEND ME
+15] | . UgL+UL*5c26 DIVER ALL CE ALL THAT OO HAN BECRUSE TOO
R)VESEVS2CH+ | TB4- 2 :
At WHA SEENS UGH SLE SER TO WORS FOS ME THE
B31c0p+8 REATERS IN A EL HE HAS NOTHING THEN THEY
c15c07TE 2
AFR<SCMFEN: (+HEFK REACH PARALICTIOT RES ALREAFE AND NO FLED
29"°4OFTBOCSI9pL/Y THE FAME I A A FRE AND BECAUISE ISS IT T
UcySC™H (-+1#2E.B) E
(St arnTh) C THAT MR NEW ENTIE AE AEOL CL RAES NIEL AND
SN Z¥A-+FHCS_8%; TH FEND BPET

ake The Quest to Solve the Zodiac 340 Cipher



The Breakthrough

Solving the first 9 lines of Z340

Perhaps we can just solve the first lines on its own?

File Functions Format Statistics Options

Open file (e Subs Task: substitution (using 2 CPU chreads)
+ columnar 5-grams_english_practicalcryptography_wortschatz.txt.gz
Save state Pause itution + columnar
+ crib grid Ttems: 83 Items per second: 0.68 MIPS: 2.74
Load state Stop task Substitution + crib list AVG score: 24379.25 IOC: 0.06724 BC-cycles: &7.55
itution + ic groups
Swap Substitution + nulls and skips 7 7
4 M A
Input window Output window
H+ME | CVEREB++5k.L ~ [Score: 24751.50 TOC: 0.0805 Mulciplicicty: 0.4117 Minuctes: 1.43
dR (UVFFz<>#$Z3P>L Repeats: IIN NTHE OUND AND FOR INT NDA THE ING VER LE ET ER
(MpOGp+2 | G+1%W0&D PC-cycles: 150
$2D°D(+4 (5T+VW) +k
F;figft“gfi‘;;*i VE RIGHT IN GREEN THE PAINTSS OF THING THEIR
82| <z *B
SMF;+BLKIp+12_cTf LULL ENGLE AROUND IN TO DIE SINCE TO BETLE
BpzOUMvC) YL, Siad ON THEAD IN MATH IN DAYING TON FOR US SEVERS

N:~3*Xz6dpclddG+e
WEREN CLEANDY FOR LOUND ALBACK BY HAND SOME

COMPLY APPLES

m Blake The Quest to Solve tl
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The Breakthrough

Solving the first 9 lines of Z340

By o

¥ Show cipher | Edit cipher Solve with cribs J Clear cribs ‘ Reload cipher I
O|/P|E|Y O|U A R E|H G
H H Hl{+|M[8 l|C|V|@|K|E[B|+[*][5]k L
@ Using the crib feature of " L R AR
azdecrypt, we can lock d[RT(JUIVIF[F =8 <]>Talzla]P]>TL
. T|o|C|A|T|C H|M E|T H|A A
in the terms TRYING TO (IM[plolG|pl*[2 1G]] wlo|e&|D
T(M T | H T S/ H|O H
CATCH ME and GAS e w o e s v W[+ &
C|H R G P|A T A
CHAMBER plr|t|z|P|[Y|L|R[7[8[K[][R]kK K
B T|M|E M A
_[Rlal®|2|1[<[z]2 ][9] [%|0o[F[1]*|n
0 H E|G|A|S|C H|A M/ B E|R
S[M|F + |B|L|K|J]|[p]|+ ] 2 c i
E|C A T E M
Blplz|O|U[N|[y[G6|] [y|7]|t c|Y|A|2
C | E T | H
N[ |j[*[%x[z]6|d|plc|i|dld|Ga|[+]a
Allowed crib alphabet (case sensitive): ABCDEFGHIJKLMNOPQRSTUYWXYZ

m Blake The Quest to Solve tl

odiac 340 Cipher



The Breakthrough

Solving the first 9 lines of Z340

¥ Show cipher | Edit cipher Solve with cribs ‘ Clear cribs ‘ Reload cipher I
O|/P|E|Y O|U A R E|H G
H H Hl{+|M[8 l|C|V|@|K|E[B|+[*][5]k L
@ Using the crib feature of Ml R AR
azdecrypt, we can lock SIRTCTUIVIFTE e fefcl> Tz [P > L |
in the terms TRYING TO (IM[plolG|pl*[2 1G]] wlo|e&|D i
T(M T | H T S/ H|O H
CATCH ME and GAS w2 b~ [D[([*[al([5]I][+][v w[][+]k
C|H R G P|A T A
CHAMBER pleltlz[P[v LR [8[K[][Rk K |
.. . B T|M|E M A
@ The remaining terms will “TRTa e e T <=z e~ %o F 7w
H 0 H E|G|A|S|C H|A M/ B E|R
be s_o_lved with the_se T e R O e e e e
additional constraints. Elc A T E M
Blplz|Oo|U[N|[y |G| |y|[7|t]-|c|Y|[A]2Z
C | E T | H
N[ |j[*[%x[z]6|d|plc|i|dld|Ga|[+]a
Allowed crib alphabet (case sensitive): ABCDEFGHIJKLMNOPQRSTUYWXYZ

m Blake The Quest to Solve tl
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The Breakthrough

Solving the first 9 lines of Z340

A recreation of the solution for the first 9 lines with azdecrypt:

File Functions Format Statistics Options

open ile —— Task: subscitucion + orib grid (using 2 CPU chreads)
+ columnar 6-grams_english_jarlve_reddit.cxt.gz

Save state Pause + ran:
- Ivems: 57 Ivems per second: 1.27 MIPS: 2.49

Load state Stop task t AVG score: 24014.24 T0C: 0.06114 BC-cycles: 153
+ groups

Swap ‘ths +nulls and skips 5 5
_ + polyph 2

Input window Output window

HiMB|CVEKEB+*5k.L
dR (UVFF29<>$23P>L
(MpOGp-+2 | G+1¥W0&D
#2D°D(+4 (ST+VH) +k
P+EZPYLR/BKIRK. K I
_Ra#2|<22930F1%H

Score: 24014.24 IOC: 0.0611 Multiplicity: 0.4117 Seconds: 0.22
Repeats: ALL ING (2) TME THE (2) INT MET BE AT SE IN OU TA LI
BC-cycles: 153

HOPE YOU ARE HAVING LOTS OFF AN IN TRYING

SMF;+BLKJp+12_eTf TO CATCH ME THAT WASNT ME ON THE TV SHOW
BRECUNES) Vikseihe WHICH BRINGO UP A POINT ABOUT ME I AM NOT
W:*3#%z6dpclddGea

AFRAID OF THE GAS CHAMBER BECAASE IT WILL
SEND ME TO PAY ALL CE ALL THE

m Blake The Quest to Solve tl
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The Breakthrough
Solving the first 9 lines of Z340

The plaintext we found for the first 9 lines was:

I HOPE YOU ARE HAVING LOTS OF FAN (FUN) IN TRYING TO CATCH
ME THAT WASNT ME ON THE TV SHOW WHICH BRINGO (BRINGS) UP A
POINT ABOUT ME I AM NOT AFRAID OF THE GAS CHAMBER BECAASE
(BECAUSE) IT WILL SEND ME TO PARADLCE (PARADICE) ALL THE

Sam Blake The Quest to Solve the Zodiac 340 Cipher



Reload cipher ‘

o ||@]=]2]=|Z|a]—|~|=|x|—|F (@]« [F|~|w]|=|F|—|-|o|e| T+ [e]e | w]a|a]x] =] >
5 ||[2] 2]~ oo = = o [ [ | [ [ | e[ | = | = [ = e o[ o =] o)
= =
m =|x|=|a]<|o|z |~z -|e|=|w| o|z|>|r]|o|o]|=w] o|u|m|o|]o| o |~ =[] <]~ &
(oo F|F|R| 2| - x| |o] jw|old]e|w|a|=|w|z|-|z|>x|<|o|<|c|E[+|o] =]
— || (=Nl o)z <|o| B n|wn|  |al|w|z|<| (w]—|v]|=|w] e |c|-[—|z|= M
m [+ o || = |z | + o ||| 0] | = | 2| = || o= | 2| | =]+ ||~ |- | o] -] @ |- 7m_
m wlm|z[ x|+ [w|-]<|x]ol 2]« |a[~|w]c]o]~]a|o]z x|+ |>|n|c]~|u]z]ale B
B l|z|w|= ||+ |ol=|w|a|=|z|o| o] o =] HNo ||« vz + |w| ¢|w| o|lw|o|~|o| |e]=|v m
é <|x|z|o|w|—|F| -2 |~|Z|~|n|=| 2|2 |=|o] o|o|=| =~ =+ 2|+ |o|e|w|w|<|o a3
N o|@| 2| NE|nfw|w|o|z|a|Na|x -G [o|w|—|2]| Fe|n|-dl=]-| |0l ofE|wa m
£ |[o|z]ulu]=]+|=]|e]|a]-[v]a|a]|-[H<]n|a]«[u|=]c|a|u]o|z] |u]a]-[v]=]- g
W wl—{o|=|r|u|z|a|=|a|Z|~|z|+|u|o|a| wiw|w|—|>|w|z|a|z|«|=|a|=|v|<|o [

5 tle|n|D(<|o|o]« [E|NF|& | lgloa]—T|+|wl—jElwol |B|Z| |o<[x|ul=
”mr olZ[-|—{o| alw|a|m|- o] jw|w < nfe] [o|x|=|w|o|=|>|o|o||a| N <| o P
.m |+ |o|z|o|Z|Z|~ ||+ |o|x|o|Z|e| ol [o|x| |- |3~z |-|z| || |x|x|w|z|= )

s ===l =] 2] ole|wa]ulz]] =]+ [o]x]u]|-[>]«[-|<| 2]~

, does

Irst section

If we crib all the legible text
the second section fall out

with the same key?

Solving the second 9 lines of Z340
from the f

The Breakthrough




The Breakthrough

Solving the second 9 lines of Z340

Some of it kind of makes sense, but we're not there yet.

File Functions Format Statistics Options
Open file Solve Substitution B Task: substitution + crib grid (using 2 CPU threads)
| |6-grans_engaisn jarive ressic.cxr.gz
Save state Pause 3
| |zcems: 181 Icems per second: 0.10 mIps: 2.5
Load state Stop task AVG score: 18394.66 TOC: 0.06701 PC-cycles: 361
+ ic groups
Swap ‘th;limlinn + nulls and skips = <

Input window : = Output window
H+M8 | CVEKEB+*5k.L + |Score: 18394.66 IOC: 0.0670 Multiplicity: 0.1852 Seconds: 0.01
dR (UVFFz3<>#23P>L Repeats: PARAL BECA NTHE AMNO EAE AVE ING REA EAF AID WHE
(POGD+2 | G+18W0ED EC-cycles: 361
#2b"D(+4 (ST+VW) +k
RO I HOPE YOU ARE HAVING LOTS OFF AN IN TRYING
Swr;smiropelz oTe TO CATCH ME THAT WASNT ME ON THE TV SHOW
Bp200NE)yTe oV WHICH BRINGO UP A POINT ABOUT ME I AM NOT
~3*Xz6dpc: i+ - .
“RRY 851 | e/ V) AFRAID OF THE GAS CHAMBER BECAASE IT WILL
+15]1.UqL+UE*5c2G SEND ME TO PARALL CE ALL THE SO0 HEN BECAUSEE
o OCW HAVE ENS UGH SLAVER TOW OR V FOV ME WHERE
v.Lii4B. ; 4B3Lc0pse ESERYONE EL HE HAS NOTHING WHEN THEY REACH
1X26Bpb4RELECOTTE K .
et PARALICE SO TREY ALREAFA AID I OF LET TH
29°40FTBOCSEIPL/Y IF AM NO EA FREA ID BN CAUISE IV YO WT SHAT
USYSCIM( 4128 5] MR NEWEN WIE RE AEOL CL RAEY NIEL AND SH
| DWkBOBKcMdpt 201C
>KNTZYA-4EHCS 87 FI ID BPAT
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The Breakthrough

Solving the second 9 lines of Z340

At this point David and | contacted Jarl van Eycke, the author of azdecrypt. Jarl
made the following (amazing) observations, which solved the mystery of the second 9
lines of Z340.

Untransposed, deciphered 2nd section of Z340

SAASOHOSHACLI FE I S
SHOUVLRENNECEROAA
M1 EAOSEAVREONHSEF
ALNDITHEEVFEETTPO
ATFEOBVMEENEOELHH
I ERRATENYRNOSRVSH
EENYAEATACONBOUTM
OERHGRLYIHFAWEEWG
HHWWYAWEIADIRUTWC
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The Breakthrough

Solving the second 9 lines of Z340

At this point David and | contacted Jarl van Eycke, the author of azdecrypt. Jarl
made the following (amazing) observations, which solved the mystery of the second 9

lines of Z340.

@ The LIFEIS plaintext is read

left to right.
SAASOHOSHACLI FE I S
SHOUVLRENNECEROAA
M1 EAOSEAVREONHSEF
ALNDITHEEVFEETTPO
ATFEOBVMEENEOELHH
I ERHRATENYRNOSRYVS
EENYAEATACONBOUTM
OERHGRLY I HFAWEEWG
HHWWYAWEIADIRUTWC
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The Breakthrough

Solving the second 9 lines of Z340

At this point David and | contacted Jarl van Eycke, the author of azdecrypt. Jarl
made the following (amazing) observations, which solved the mystery of the second 9

lines of Z340.

@ The LIFEIS plaintext is read

left to right.

@ The LIFEIS plaintext is SAASOHOSHACLI FE 1 S

excluded from the "y SHOUVLRENNECEROAA

1,2—decimation transposition

and read left to right. MIEAOSEAVREONHSETF
ALNDITHEEVFEETTZPDO
ATFEOBVMEENEOELHH
Il ERHRATENYRNOSRYVS
EENYAEATACONBOUTM
OERHGRLYIHFAWEEWG
HHWWYAWEIADIRUTWC
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The Breakthrough

Solving the second 9 lines of Z340

At this point David and | contacted Jarl van Eycke, the author of azdecrypt. Jarl
made the following (amazing) observations, which solved the mystery of the second 9

lines of Z340.

@ The LIFEIS plaintext is read
left to right.

o The LIFEIS plaintext is SAASOHOSHACLI FE 1 S
excluded from the "y SHOUVLRENNECEROAA
1,2—decimation transposition
and read left to right. MIEAOSEAVREONHSETF

@ Numerous spelling mistakes ALNDITHEEVFEETTPO
are corrected if H on row 6 is ATFEOBVMEENEOELHH
moved to the 4th column. |l ERHRATENYRNOSRYVS

EENYAEATACONBOUTM
OERHGRLYIHFAWEEWG
HHWWYAWEIADIRUTWC
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The Breakthrough

Solving the second 9 lines of Z340

At this point David and | contacted Jarl van Eycke, the author of azdecrypt. Jarl
made the following (amazing) observations, which solved the mystery of the second 9

lines of Z340.

o The LIF:EIS plaintext is read Untransposed, deciphered 2nd section of Z340
left to right.

@ The LIFEIS plaintext is SAASOHOSHACLTI FE1l S
excluded from the " SHOUVLRENNECEROAA
1,2—decimation transposition
and read left to right. MIEAOSEAVREONHSETF

@ Numerous spelling mistakes AILINIDIIITIHIEIEIVIFIEIE|TITIPIO
are corrected if H on row 6 is ATFEOBVMEENEOELHH
moved to the 4th column. |l ERHRATENYRNOSRYVS

o Apply the 1,2—decimation EENYAEATACONBOUTM
transposition, skipping OERHGRLYIHFAWEEWG

tically) th it
(vertically) the positions HHWWYAWEIADIRUTWC

containing LIFEIS.
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The Breakthrough

Solving the second 9 lines of Z340

At this point David and | contacted Jarl van Eycke, the author of azdecrypt. Jarl
made the following (amazing) observations, which solved the mystery of the second 9
lines of Z340.

@ The LIFEIS plaintext is
excluded from the

1,2—decimation transposition SO0 HER BECAUSE E (I) NOW HAVE

and read left to right. ENOUGH SLAVES TO WORV (WORK) FOR ME
e Numerous spelling mistakes WHERE EVERYONE ELSE HAS NOTHING
are corrected if H on row 6 is WHEN THEY REACH PARADICE SO THEY
moved to the 4th column. ARE AFRAID OF DEATH I AM NOT AFRAID
N BECAUSE I VNOW (KNOW) THAT MY NEW
o Apply the 1,2—decimation LIFE IS

transposition, skipping
(vertically) the positions
containing LIFEIS.
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The Breakth
Solving the last two lines of Z340

Applying our substitution key to the final two (untransposed) lines gives:

EFILWILLEBNAEASYE
NONIECIDARAPDEATH

Including some spaces gives:
EFIL WILL EB NA EASY ENO NI ECIDARAP DEATH

Then reversing a few words gives:

LIFE WILL BE AN EASY ONE IN PARADICE DEATH
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The Z340 Substitution Key and Transposition

The final key and transposition for the Z340.

ARKOJ4 BDOI C9 DOAS EOBNEDI
FF GL H+ I<HPIX Ladl Me
NeA>DY OMRVA PAT ROETXZ

SP=JU Tm@¢IxI6 U/EO VO WeW YoC

315 314 317 316 318 319 320 321 324

323 322 326 325 334 333 332 331 330 320 328 327 335 336 337 338 339
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Submitting our Solution to the FBI

David submitted this solution to the FBI CRRU on Saturday, December 5th, 2020.

Z340 has been solved Inbox x

David Oranchak <doranchak@gmail.com> @& Ssat, Dec 5, 2020, 11:56 PM
¥ to Daniel, Jeanne, Scott, bce: me ~

Some friends of mine (Sam Blake and Jarl van Eycke) and | have solved Zodiac's 340 cipher.

We believe this one's the real deal! :)
-Dave

& 2340 solution.pdf '
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FBI Confirmation of our Solution

@ FBI SanFrancisco & Y

@FBISanFrancisco

o We received an unofficial #Breaking - Our statement regarding the #Zodiac
confirmation of our solution cipher:
later that day.

The FBI is aware that a cipher attributed to the Zodiac Killer was
recently solved by private citizens. The Zodiac Killer case remains
an ongoing investigation for the FBI San Francisco division and our
local law enforcement partners. The Zodiac Killer terrorized
multiple communities across Northern California and even though
decades have gone by, we continue to seek justice for the victims
of these brutal crimes. Due to the ongoing nature of the
investigation, and out of respect for the victims and their families,
we will not be providing further comment at this time.

FBI et nenson SAN FRANCISCO DIVISION

6:21 AM - Dec 12, 2020 ®

Q 73K O 2.8Kpeople are Tweeting about this
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FBI Confirmation of our Solution

@ We received an unofficial
confirmation of our solution
later that day.

o The following day our
solution was sent from the
FBI CRRU to FBI San
Francisco.

@FBISanFrancisco

@ FBI SanFrancisco & Yy

#Breaking - Our statement regarding the #Zodiac
cipher:

The FBI is aware that a cipher attributed to the Zodiac Killer was
recently solved by private citizens. The Zodiac Killer case remains
an ongoing investigation for the FBI San Francisco division and our
local law enforcement partners. The Zodiac Killer terrorized
multiple communities across Northern California and even though
decades have gone by, we continue to seek justice for the victims
of these brutal crimes. Due to the ongoing nature of the
investigation, and out of respect for the victims and their families,
we will not be providing further comment at this time.

FBI Sorvetaerson SAN FRANCISCO DIVISION

6:21 AM - Dec 12, 2020 ®

Q 73K O 2.8Kpeople are Tweeting about this
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FBI Confirmation of our Solution

@ We received an unofficial
confirmation of our solution
later that day.

o The following day our
solution was sent from the
FBI CRRU to FBI San
Francisco.

o The FBI requested we not
make our solution public until
they had notified victims.

@ FBI SanFrancisco & ¥

@FBISanFrancisco

#Breaking - Our statement regarding the #Zodiac
cipher:

The FBI is aware that a cipher attributed to the Zodiac Killer was
recently solved by private citizens. The Zodiac Killer case remains
an ongoing investigation for the FBI San Francisco division and our
local law enforcement partners. The Zodiac Killer terrorized
multiple communities across Northern California and even though
decades have gone by, we continue to seek justice for the victims
of these brutal crimes. Due to the ongoing nature of the
investigation, and out of respect for the victims and their families,
we will not be providing further comment at this time.

FBI et nenson SAN FRANCISCO DIVISION

6:21 AM - Dec 12, 2020 ®

Q 73K O 2.8Kpeople are Tweeting about this
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We received an unofficial
confirmation of our solution
later that day.

The following day our
solution was sent from the
FBI CRRU to FBI San
Francisco.

The FBI requested we not
make our solution public until
they had notified victims.

Sitting on this result for 7
days was hard, but we wanted
to respect the FBIs process.

FBI Confirmation of our Solution

@ FBI SanFrancisco & ¥

@FBISanFrancisco

#Breaking - Our statement regarding the #Zodiac
cipher:

The FBI is aware that a cipher attributed to the Zodiac Killer was
recently solved by private citizens. The Zodiac Killer case remains
an ongoing investigation for the FBI San Francisco division and our
local law enforcement partners. The Zodiac Killer terrorized
multiple communities across Northern California and even though
decades have gone by, we continue to seek justice for the victims
of these brutal crimes. Due to the ongoing nature of the
investigation, and out of respect for the victims and their families,
we will not be providing further comment at this time.

FBI & esnicarion

SAN FRANCISCO DIVISION
6:21 AM - Dec 12, 2020 ®

Q 73K O 2.8Kpeople are Tweeting about this
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The International Reaction to the Solution

San Francisco Chronicle

It was a special moment to see our work on the front page of the San Francisco
Chronicle. Especially as it was covered by long—time Zodiac reporter, Kevin Fagan.

San Francisco Chronicle

susT N Supreme Court rejects Republican attack on Biden victory

Top of the News

« Suspect in 2 5.F. shootings
arrested following
burglary investigation

= Asylum rule bars gays,
tesbians facing
persecution, threatened
immigrants

= Southwest to furlough up
101,182 employees at Bay
Area airports

= calif. wants hospitals to
test every worker for
coronavirus starting
Monday

« These California House
Republicans back Texas
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Zodiac '340 Cipher' cracked by code
experts 51 years after it was sent to The
Chronicle

The decoded text from the Zodiac Kiler reads: *I hope you are having lots of fun in trying to
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The International Reaction to the Solution

New York Times

We were told to expect a deluge of press, but | honestly had no idea of the attention
this would receive.

€he New York Times

51 Years Later, Coded Message Attributed
to Zodiac Killer Has Been Solved, F.B.I.
Says

The code had long baffled cryptographers, law enforcement
agents and armchair sleuths obsessed with the shadowy killer,
who was blamed for five murders in the late 1960s.
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International Reaction to the Solution

Los Angeles Times

fLos Angeles Times ST

$1/8 weeks

Zodiac Killer cipher is solved 51 years after it was sent to
newspaper

. O
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U.S. angling to secure more of Pfizer's
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SoCal cities consider renewed hero pay’ for
areidee by 0

grocery store workers amid COVID-19 surge

Joe Biden and Mike Pence will receive COVID-19
vaccine soon
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T am mildly ICU capacity explained

meann’e

Hundreds of state prison inmates in San Diego
cop stetn

County sickened with COVID-19

Amateur sleuths from the U.S., Australia and Belgium teamed up to decipher a coded letter the Zodiac Killer sent to the San
Francisco Chronicle in 1969, (Eric Risberg / Associated Press)

Cases statewide »

By ASSOCIATED PRESS 1,699,181 21,887

confirmed deaths
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The International Reaction to the Solution
CNN

gy + Environ

After 51 years, the Zodiac Killer's cipher has been
solved by amateur codebreakers

By Leah Asmelash and Cheri Mossburg, CNN
O Updated 0049 GMT (0849 HKT) December 12, 2020

(CNN) — More than 50 years after the so-called Zodiac Killer first began terrorizing the streets of
Northern California, a code-breaking team is believed to have finally cracked one of the Killer's
mysterious coded messages sent to the San Francisco Chronicle in 1969.

Dubbed the "340 cipher," the message was unraveled by a trio of code breakers -- David
Oranchak, a software developer in Virginia, Jarl Van Eycke, a Belgian computer programmer, and
Sam Blake, an Australian mathematician.

Decoding the cipher revealed the following message. It was sent in all capital letters without
punctuation and included the misspelling of paradise:

"I hope you are having lots of fun in trying to catch me
That wasn't me on the TV show which brings up a point about me

| am not afraid of the gas chamber because it will send me to paradice all the sooner

Sam Blake The Quest to Solve the Zodiac 340 Cipher



The International Reaction to the Solution

NEW YORK POST

New York Post

- 00600

Zodiac Killer’s 1969 cipher
‘puzzle’ finally solved

By Natalie O'Neill December 11, 2020 | 2:36pm | Updated
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A long-unsolved puzzle sent by the Zodiac Killer to
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The International Reaction to the Solution

NBC Boston
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‘I Am Not Afraid of the Gas Chamber': Codebreakers Solve
Zodiac Killer Clpher
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Published December 11, 2020 « Updated on December 12, 2020 at 12:48 am f Yy =

e wngny wmh phe pok e
% {elz e -fo/re 4/,¢." you o oo Sl
Se Z skt ¢z.,¢ he. 4 T
i “ ED
’ AR .
-
#

oo

-~
’
SAN FRANGISCO FOLICE DEPARTMENT
- e
- o~ ¢ ¢ g
Porins

Ay ompoiats

Photo illustration.




The International Reaction to the Solution

USA Today

USA
TODAY

News

COVID-19 RESOURCES
Your questions answered

Sports Entertainment e

NATION

CORONAVIRUS NUMBERS
Virus numbers by state

HOLIDAY SHOPPING
Deals to your inbox

Money Tech Travel opi

Zodiac cipher solved 5 decades after
serial killer terrorized Northern

California

SAN FRANCISCO — A coded letter
mailed to a San Francisco newspaper by
the Zodiac serial killer in 1969 has been
deciphered by a team of amateur sleuths
from the United States, Australia and
Belgium, the San Francisco Chronicle
reported Friday.

The cipher is one of many sent by a killer
who referred to himself as Zodiac in
letters sent to detectives and the media.
The Zodiac terrorized Northern
California communities and killed five
people in the Bay Area in 1968 and 1969.

According to code-breaking expert David
Oranchak, the cipher's text includes: "I
hope you are having lots of fun in trying
to catch me. ... T am not afraid of the gas
chamber because it will send me to
naradise all the sooner becanuse T now
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This is a file copy of a cryptogram sent to the San
Francisco Chronicle in 1969 by the Zodiac Killer. A
coded letter mailed to a San Francisco newspaper by
the Zodiac serial kille in 1969 has been deciphered by
ateam of amateur sleuths from the United States,
Australia and Belgium, the San Francisco Ghronicle
reported Friday, Dec. 11, 2020. San Francisco Chronicle
Via AR, File
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e International Reaction to the Solution

Daily Mail (UK)

| Daﬂvlﬂml News

AUSTRALIA
Home | [P World News | Sport | TV&Showbiz | Femail | Health | Science | Weather | Video | Travel | DailyMailTV

Royal Family \ Covid-19 | US Election | Breaking News | World News | Sydney | Melbourne | Bris! low Zealand | Headlines | Wires

' hope you are having lots of fun trying
to catch me': Chilling 1969 cipher
written by Zodiac Killer who claimed
he murdered 37 people is FINALLY
solved 51 years later

|+ Murderer known as 'Zodiac Killer' was known for sending letters, cards and
ciphers to media and police

Police linked him to five murders and two survivors in the Bay Area between
1965-1969

But he boasted of at least 37 victims in his cryptic letters or 'ciphers' to the press

| - '340 cipher' was sent to San Francisco Chronicle in November 1969 but wasn't
| deciphered until now

. i team of code-breakers from US, A lia and Belgium worked
together to reveal a message that said he 'isn't afraid of the gas chamber'

« Killer refers to his victims as 'slaves’ who will 'work' for him when he gets to
'paradise’

« FBI confirmed the cipher had been solved by private citizens

US cryptographer David Oranchak named the other code-breakers as Australian

mathematician Sam Blake and Belgian software developer Jarl Van Eycke

n Blake The Quest to Solve tl
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The International Reaction to the Solution

The Sun (UK)

THE SUN, A NEWS UK COMPANY +

signin )

UK Edition *  Search Q
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All News UK News World News Bre Pol Opi Health News
CHILLING NOTE What did the Zodiac
Killer’s cipher say?
Catriona Graffius
THE Zodiac Killer's menacing puzzle to a newspaper has finally been
cracked decades after the serial murderer claimed to kill 37 people.
The incredibly tough code was one of a number the killer had sent to
newspapers across San Francisco. But what did the cipher say? And what
did the Zodiac killer do?
s e o
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The International Reaction to the Solution
ABC (Australia)
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Zodiac killer code cracked by Australian
mathematician Sam Blake more than 50 years
after first murder

By Michael Coggan
Posted 5d ago, updated 2d ago
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The International Reaction to the Solution
The Age (Australia)

World North America Crime

Australian mathematician helps crack 'Zodiac' serial
killer's coded message

By Sharon Bernstein California: A team of volunteer codebreakers, including a Melbourne mathematician, has cracked

D¢ ber 12,2020 - 11.19, , = . N -
ecember pm a mysterious cipher sent more than 50 years ago to a newspaper by the San Francisco serial killer

[ save A Share x & A who called himself the Zodiac.

The Zodiac killer - who was never caught - shot or stabbed seven people in the San Francisco Bay

p View all comments
Area over the course of about a year in 1968 and 1969, killing all but two of them.
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Reflecting on the Correct Transposition of Z340

The correct transposition of Z340 has 45 repeating bigrams (and 5 repeating
trigrams). This is 7-sigma from the mean of random shuffles of Z340.

120
100
random shuffles of Z340
random Z340-like ciphers
80 M
>
%)
e L.
3 60
g
=
7340
40
2340
correct
20 1 transposition
1
1
. H I ‘
0 [ 1 ' I
10 20 30 40 50 60

repeating bigram count
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Reflecting on the Difficulty of Z340

@ Z408 was solved within a week.
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Reflecting on the Difficulty of Z340

@ Z408 was solved within a week.

@ 7340 has taken 51 years to solve.
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Reflecting on the Difficulty of Z340

@ Z408 was solved within a week.
@ 7340 has taken 51 years to solve.

@ The computing power required to solve Z340 was unimaginable in 1969.
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Reflecting on the Difficulty of Z340

Z408 was solved within a week.

Z340 has taken 51 years to solve.

The computing power required to solve Z340 was unimaginable in 1969.

Zodiac clearly wanted to make his second cipher more difficult, but how much
more difficult?
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Reflecting on the Difficulty of Z340

Z408 was solved within a week.

Z340 has taken 51 years to solve.

The computing power required to solve Z340 was unimaginable in 1969.

@ Zodiac clearly wanted to make his second cipher more difficult, but how much
more difficult?

@ The phrase in the cipher
THAT WASNT ME ON THE TV SHOW ...
would indicate he wanted this information known relatively quickly.

Sam Blake The Quest to Solve the Zodiac 340 Cipher



Reflecting on the Difficulty of Z340

Z408 was solved within a week.

Z340 has taken 51 years to solve.

The computing power required to solve Z340 was unimaginable in 1969.

@ Zodiac clearly wanted to make his second cipher more difficult, but how much
more difficult?

@ The phrase in the cipher
THAT WASNT ME ON THE TV SHOW ...
would indicate he wanted this information known relatively quickly.

@ What does the vast increase in difficulty of Z340 say about Zodiac's cryptography
skills?

Sam Blake The Quest to Solve the Zodiac 340 Cipher



Reflecting on the Difficulty of Z340

Z408 was solved within a week.

Z340 has taken 51 years to solve.

The computing power required to solve Z340 was unimaginable in 1969.

@ Zodiac clearly wanted to make his second cipher more difficult, but how much
more difficult?

@ The phrase in the cipher
THAT WASNT ME ON THE TV SHOW ...
would indicate he wanted this information known relatively quickly.

@ What does the vast increase in difficulty of Z340 say about Zodiac's cryptography
skills?

o Was Zodiac only skilled in creating ciphers?
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Reflecting on the Difficulty of Z340

Z408 was solved within a week.
Z340 has taken 51 years to solve.
The computing power required to solve Z340 was unimaginable in 1969.

Zodiac clearly wanted to make his second cipher more difficult, but how much
more difficult?

The phrase in the cipher
THAT WASNT ME ON THE TV SHOW ...
would indicate he wanted this information known relatively quickly.

What does the vast increase in difficulty of Z340 say about Zodiac's cryptography
skills?

Was Zodiac only skilled in creating ciphers?

If he had knowledge of solving such ciphers, should he have known how difficult it
would be to solve?
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Did Zodiac leave a Hint?

Is the diagonal writing on the
back of the envelope used to mail
the Z340 a hint to the correct

transposition? SF /} — n'I j:
jaﬂ A7 ciico (a’//';[
Fleban e S
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Future Directions
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o | would like to write a paper which describes our work solving Z340 and start a
project to use deep learning—based approaches to solve all Z340-like ciphers.
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Future Directions
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o | would like to write a paper which describes our work solving Z340 and start a
project to use deep learning—based approaches to solve all Z340-like ciphers.

o | have a couple of ideas for programmatic attacks of the remaining two Zodiac
ciphers which | would like to explore.
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o | would like to write a paper which describes our work solving Z340 and start a
project to use deep learning—based approaches to solve all Z340-like ciphers.

o | have a couple of ideas for programmatic attacks of the remaining two Zodiac
ciphers which | would like to explore.

o Unfortunately, despite the deluge of international interest in this research
outcome, The University of Melbourne is unwilling to financially support this
work.
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| would like to write a paper which describes our work solving Z340 and start a
project to use deep learning—based approaches to solve all Z340-like ciphers.

| have a couple of ideas for programmatic attacks of the remaining two Zodiac
ciphers which | would like to explore.

Unfortunately, despite the deluge of international interest in this research
outcome, The University of Melbourne is unwilling to financially support this

We have been approached by a number of production companies to create a
documentary series on the Zodiac ciphers and our work solving Z340.
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| would like to write a paper which describes our work solving Z340 and start a
project to use deep learning—based approaches to solve all Z340-like ciphers.

| have a couple of ideas for programmatic attacks of the remaining two Zodiac
ciphers which | would like to explore.

Unfortunately, despite the deluge of international interest in this research
outcome, The University of Melbourne is unwilling to financially support this

We have been approached by a number of production companies to create a
documentary series on the Zodiac ciphers and our work solving Z340.

| have been approached by two publishers to write a book on our work.
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